comment-installer-zeek-network-security-monitoring-sur-debian-12

Zeek (formerly Bro) is a free and open-source platform for network security monitoring. It is a powerful passive network
traffic analyzer to investigate suspicious or malicious activity. Zeek can be used as a network security monitor (NSM)
and supports a wide range of traffic analysis, from the security domain to performance measurement and
troubleshooting.

In this guide, I will show you how to install Zeek network Security Monitoring on the Debian 12 server step-by-step. You
will install Zeek, and configure Zeek in cluster mode, then you will learn how to parse Zeek TSV log format via the zeek-
cut command line. Furthermore, you will learn how to set up Zeek log output as JSON and parser Zeek JSON log via the
jg command line.

Prerequisites

Before commencing, confirm that you have the following:

e A Debian 12 server.
e A non-root user with administrator privileges.

Adding Repository

Zeek can be installed on the Linux'system by compiling it manually or by using a third-party repository. In this guide,
you will install Zeek using a third-party repository via APT.

First, run the following command to add the GPG key and repository for the Zeek package.

. curl -fsSL https://download.opensuse.org/repositories/security:zeek/Debian_12/Release.key | gpg --dearmor | sudo tee
| /etc/apt/trusted.gpg.d/security zeek.gpg > /dev/null

| echo 'deb http://download.opensuse.org/repositories/security:/zeek/Pebian 12/ /' | sudo tee

. /etc/apt/sources.list.d/security:zeek. list H

Now update and refresh your Debian repository by executing the following apt update command.

' sudo apt update

Installing Zeek

After adding the Zeek repository, yeu €an now start Zeek installation on your Debian machine. In the following step, you
will install Zeek and add thesZeek installation directory to the system PATH.

Execute the apt install command below to install Zeek to your Debian machine. There are multiple versions of Zeek
available, such as the latest release, LTS, and nightly. In this example, you will install zeek-Its.

. sudo apt install zeek-lts

Type y to proceed with the installation.
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After zeek is installed, which is by default to the target directory /opt/zeek. Execute the following command to add the
/opt/zeek/bin directory to the system PATH via ~/.bashrc file.

echo "export PATH=$PATH:/opt/zeek/bin" >> ~/.bashrc

Next, reload the ~/.bashre file and check the system PATH variable using the following command. You should see the
/opt/zeek/bin directory within the system PATH.

source ~/.bashrc
echo $PATH

roots ~#
rootiEdebi ~# 1s fopt
bin etc ude 1lib 5 Spoc var
root@debia ~&#
~# echo "e 1: Jopt/zeck,/bin" >> ~/.

rootE@debia ~#
root@debia ~# source

~# echo SP;

n:/fusr/loca 1sr/bin: /sbin: fbin: /opt
root@debial ~#

Lastly, verify Zeek by executing the following command. With this, you will check the location of the Zeek binary file,
check the Zeek version, and print the Zeek help message.

which zeek
zeek --version
zeek --help

In the following output, you should see that zeek 5.0 is installed at /ust/zeek/bin/zeek. Also, you should options for the
Zeek command.



zeek version 5.8.18
usage: zeek [options] [file ...]
usage: zeel i doctest-options] -- [options] [file ...]
<file Zeek script file, or read stdin
-a|- exit immediately after parsing scripts
S E don't lo ripts from the base/ dir: 1"

ivate Zeek script debugging
Toaded scripts by given code
(=] &

-d|--debug-scrip
e|--exec <zeek co
-f|--filter <filter

h|--help
=i|=-=iface <interface> 1 given terface (onl : allowed)
-p|--prefix <prefix> prefix to Zeek sci [ile resolution

-r |--readfile <readfil: given tcpdump f only one allowed, pass '
s|--rulefile <rulefil: from miven f

-t|——tracefﬁ <tracef xecut traci

-u|=-usage-issues iable v issL ind exit

-no-unused-warning | suppr Narnings of uOr | functions/ s/events
-v |--version

|
|
|
-¢c|==capture-unprocessed <file> | write unprocessed packets to a tepdump le
|
|
|
|

ine help

-w|--writefile <writefiile> write to given tcpdump file
-C|==no-checksunis ignore checksums
D|--deterministic initialize random seeds to zero

Configuring Zeek

Now that Zeek is installed, the next step is to configure Zeek installation. You can run Zeek in multiple modes, such as
command-line mode, standalone mode, and cluster mode.

In the following example, you will learn how to run Zeek in cluster mode using a single server.

Before configuring Zeek, execute the following command to check your network interfaces and IP address.

You should the list available interfaces on your system with detailed information on a server IP address like the
following:

ianl2:~#
root@ ianl2:~# ip a
1N lo : DOPBACK,UP, LOWER_UP> mtu 65536 gqdisc noqueue state UNKNO
lin spback 80:00:00:00:00:00 brd 00:00:00:00:00:00
inet
valid_Lf Jreve rete
inete ::1/1 scope st
valid _1f Ireve refer i ever
2: eth®: <BROADCAST,MULTICAST,UF, OWER_UP> mtu @ gdisc fq_code
link/ether A0 27 SRR (e o 2 PR ) 20 7 Tl
altname enp
inet 18.6.° /24 brd 10.8. 55 scope glo

valid 31826sec prefe 1"1ft 81826sec

inet6 :abe:271 e5f:91; -cope link
v _Lft forever preferred_L aver
GROADCAST ,MULTICAST,UP, LOWER_U disc fq_code
1 ther B8:080:27:86:7c:80 brd ff:ff fifinst 1
alt a enpfs8
192.168.10.15/24 brd 192,168.18.25" obal ethi
valid_1ft forever preferred_lft foreve:
ineté fe80::a0@:27ff:fe86:7c80/64 scope link
valid_1ft forever preferred_lft forever

o

sudo nano /opt/zeek/etc/networks.cfg



Insert your internal network subnet like the following. You can also add multiple subnets to it.

10.0.0.0/8 Private IP space
172.16.0.0/12 Private IP space
192.168.0.0/16 Private IP space

Save the file and exit the editor when you're done.

Now open zeek configuration /opt/zeek/etc/node.cfg using the nano editor command below.

isable Zeek standalone

By default, Zeek is runn

#[zeek]
#type=standalone
#host=1localhost
#interface=eth0o

in t.lust ode .a single s

With the following configuration, you wil run Zeek luste ode,
zeek-Io zeek-manager, zeek-proxy, a zeek: er.

# manager
[zeek-manager]
type=manager
host=192.168.10.15

Insert the following configuration to run . Be sure to change the server IP

address with your information.

has multiple components, such as

# lo
[zee
type=
host=192

# proxy
[zeek-prox
type=pro

‘Iaaa ker]
p er

-1
ace=e

|

# worker localhost
[zeek-worker-1o0]
type=worker

host=1localhost
interface=1lo

the fine when fin

following c.and to acce

Save and ¢

Run the check command to validate you

Ne

If everything goes well, yo each component of the




trol] > check

zeek-logger scripts are ok.
(-manager scripts are ok.
oxy scripts are ok.
rker scripts are ok.
ker-1lo scripts are ok.
trol] > |}

Next, run the deploy command to start and run Zeek on your machine. The deploy command is equivalent to the install
and start command on Zeek.

deploy

You should see each component of the Zeek cluster is starting:

checking configura

installing ...

creating policy directories ...
installing site i €
generating cluster=Llayo!
generating local-networks.:ze
generating zeekctl-config.
generating zeekctl-config
stopping ...

stopping workers ...
stopping proxy ...

stoppinc manager .

stopp logger .

start i

start logge

start manager

start proxy ..

start workers .

[ZeekC ot

[ZeekCo

Lastly, verify each component of your Zeek cluster by executing the status command below.

status

If your installation is successful, you should see each of the Zeek cluster components is running.

[ZeekControl] >

[ZeekControl] > sta

Name Type st Status Pic
zeek-logger logro 192.168.10.15 mning 6760
zeek-manager m: 182,16 IS ing 6818

zeek-proxy 1Y 192.168.108.15 rui 6867
zeek srker  192.168.10.15 running

zeel rker worker localhost running 2935
[Zec ntro

Type exit to log out from the"Zeek control shell.

At this point, the Zeek cluster is running. It also monitors the target network interface and subnet and generates log
files to the /opt/zeek/logs directory.

Guide to Zeek Logs

After configuring Zeek, the next step is to explore log files that are generated by Zeek, which is located at
/opt/zeek/logs/current directory. By default, zeek generates log files with the TSV (Tab-separated values) format.



When Zeek is running, it will monitor the target network interface on your system and generate log files to
/opt/zeek/logs/current/ directory.

Move your working directory to /opt/zeek/logs/current/directory and run the 1s command below.

E cd /opt/zeek/logs/current/
. ls -ah

You should see multiple log files generated by Zeek. You may see some log files are missing on your system because the
target service is not available.

http. leg d % packet_filter.log software.log

Tog known_services.log ce B reporter.log ash.log

Below are some of the important log files that you must know:

e conn.log: The connection log for both TCP and UDP. This log file provides the most useful information such as
timestamp, connection duration, service, and many more.

dns.log: The DNS (Domain Name System) log.

http.log: The HyperText Transfer Protocol (HTTP) log.

ssh.log: The Secure Shell (SSH) log for tracking SSH connections.

ssl.log: The Secure Socket Layer (SSL) log that also contains the HTTPS log.

e o o o

Analyzing Zeek Logs TSV (Tab-separated values) via Zeek-cut

By default, zeek generates log files with TSV (Tab-separated values) format. In the following step, you will analyze Zeek
log files with TSV format via the zeek-cut command line.

Execute the cat command below to view the log file dns.log.

cat dns.log

In the following output, you should see multiple fields such as ts, uid, id.orig p, id.resp_h, id.resp p, proto, and many
more.

Next, execute the following command to parse the Zeek TSV log format: With this, you will send the output via pipe "|"
to thewzeek-cut command.

In this example, you will three fields from the log file, such as id.orig h, query, and answers.

cat dns.log | zeek-cut id.orig h query answers
cat'dns.log | zeek-cut query answers id.orig_h

root@debianl2: fopt/ ogs/curr

root@debiani?: 'ap! Jlogs/current# cat dns.. “ak-ct* dd.orig_h query answers
10.60.2. =

10, redir.debian.org debian.map.fa ins. 199.232.46,132

10. redir.debian.org debian.map. fa: Ans.r ab4:4e42:48::644
1a. tp._tcp.security.debian.org debian dns.net

19. -

debian.map. fastlydns.net 2204:4e42:48::644

depidan.map. tastLydns.net 193,232,896, 152

10.
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You can also use the redirect symbol to process the TSV log file via zeek-cut like the following command.

| zeek-cut id.orig h query answers < dns.log

The output should be similar.

10.68.2.15
16. «15
10.
10.6

16
10
1@
16

12: ; ¥ cui
root@debianl2: fopt/zeek/logs/current# zeek-cut

id.orig_h query answers < dns.log

predir.debian.org debian.map.fastlydns.net,199.232.46.132
redir.debian.org debian.map.fastlydns.net,2af4:4e4?2
tp._tcp.security.debi rg  debian.map.fastlydns.ne

deb ap.fastlydns. laB4:4e42:48::644

debia fastlydns.nc 199.232.46.132

httpredi ian.org n.map. fastlydns.net, 232.46.132
stlydns.ne i:4e42:48::644
download. 1SUSe.org 35.221.134
download. 1SUSe.org 67c:2178:8::13

httpredi: rian. n.ma

feurr

feurr 4 l

Configuring Zeek Log Files to JSON

In the following step, you will configure Zeek to generate output log files with JSON format. To achieve that, you must
modify local zeek file and load the zeek script tuning/json-logs to your zeek installation.

Open the file /opt/zeek/share/zeek/site/local. zeek using the following nano editor command.

sudo nano /opt/zeek/share/zeek/site/local.zeek

Insert the following configuration to the bottom 'of the line.

@load tuning/json-logs

Save and close the file when you're done.

Now run the zeekctl command below to redeploy your zeek installation.

zeekctl deploy

ecking config ions ...

installing

removing ol

removing c

d" poliei
olicies 1in ) ze ;pool tall

creating policy director

installing
generating
generating
generating
generating

site policies
cluster-layou
local-network
zeekct1l-confi
zeekctl-conf

stopping ...
stopping workers
stopping pro

stopping
stopping
starting
starting

starting mai..

starting proxy

starting workers

crip

t&=do-no t-touch
do-not-touch/

Before analyzing the JSON log format, install jq to your machine by executing the following apt command.

i sudo apt install jq -y



L Lom
gl
jgq libjgl Llibonigs
® upgraded, 3 newly installed, ® to remove and 23 not upgraded.
Need to get 338 kB of archives.
After this operation, 1,165 kB of additional disk space will be used.
Get:1 http://httpredir.debian.org/debian bookworm/main amd64 libonigt amd64 £.°2.3
Get:2 http://httpredir.debian.org/debian bookworm/main amdé4 libjql amdé4 1.5-2.1
Get:2 http://httpredir.debian.org/debian bookworm/main amd64 jgq amdé4 1.6-2.1 [64.9

Once jq is installed, move to the /opt/zeek/logs/current/directory. The directory /opt/zeek/logs/current contains zeek log
files in JSON format, and it's automatically generated by zeek.

cd /opt/zeek/logs/current/

Run the cat command below to view the log file dns.

cat dns. log

i Jjq . dns.log



Jjq -c '[."id.orig h", ."query‘sms‘answers”]' dns.log

You should see the output like the following.



.8.2.15", i i |
tidebianll: /opt/ zeek 1o

Conclusion

Congratulations! You've now successfully installed the Zeek network monitoring tool on the Debian 12 server. You've
installed Zeek, run Zeek in the cluster mode, learned some zeek log files, and also learned how to parse zeek log files
with TSV format via zeek-cut. Furthermore, you've also changed the zeek log to JSON and learned how to parse Zeek
log JSON format via jg command lines.



