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Zabbix is a powerful open-source monitoring solution to monitor IT infrastructure. With Zabbix, you can monitor various IT
components, including networks, servers, virtual machines, and cloud services. Zabbix provides a web-based user interface to track
and monitor metrics such as network utilization, CPU load, and disk space consumption. You can use these metrics to check the
current health of your IT infrastructure and detect problems with hardware or software components. Zabbix offers agent software on
the monitored server to gather data and send it to the Zabbix server.

e A server running Ubun

e A root password is configured o

This tutorial will show you ho all the Zabbix monitoring server on Ubuntu 22.04.

Prerequisites

The Zabbix package is not available in the Ub 22.0 ault r itory..ou will nee
repository on your server.

Install Zabbix Repository

download and install the Zabbix official

First, download the Zabbix 6 repository packa om their officia bsite using the wing command:

abbix. COIII/Z’X/O‘ . 2/ubuntu/poo /2/Za releas bix-re
Q 1g the following command
| dpkg -i zabbix- 6.2-4+ubuntu22.04.all.deb

Once the Zabbix repo

Install Zabbix Monit

o APT, you can proc bix server.

ng Server

First, update t

2/

“ tall the mix serve C g other req

ins

ing commanc

-frontend-php zabbix-agent z

' nano /etc/php/8.1/a

Change the fol g line:

date.timezone

Save the file when re fini

C @. MariaDB Databas

Zab ariaDB as a database backend can all the riaDB database er by running the following command:

f apt-get install mariadb-server -y

Once the MariaDB server is installed, se et the root password with the following command:

f mariadb-secure-installation

Answer all the questions a @
Enter current password for ro

Switch to unix_socket authentica
Remove anonymous users? [Y/n] y
Disallow root login remotely? [Y/n] y

Remove test database and access to it? [Y/n] y
Reload privilege tables now? [Y/n] y

none):
nl n

Next, connect to the MariaDB shell using the following command:

3 mysql -u root -p !

Once you are logged in, create a database and user for Zabbix with the following command:



MariaDB [(none)]> CREATE DATABASE zabbix character set utf8mb4 collate utf8mb4 bin; |
| MariaDB [(none)]> GRANT ALL PRIVILEGES ON zabbix.* TO zabbix@localhost IDENTIFIED BY 'password’;

Next, flush the privileges and exit from the MariaDB with the following command:

ll i
| MariaDB [(none)]> FLUSH PRIVILEGES; i
| MariaDB [(none)]> EXIT; :

Once you are finished, you can proceed to the next step.

Configure Zabbi>

Next, edit the Zabbix confi

nd define your databa he following file:

. nano /etc/zabbix/zabbix server.co
|

Change the following lines:

DBName=zabbix
DBUser=zabbix
DBPassword=password

Save and close the file when you are finished. , imp he Za data with the f ing command:

/ mysq abbix abbix

bbix-sql -scrl’c/mysql/server. sq

d enable all the services

systemctl restart
systemctl enable Zza erver zabbix-agent apache2?
systemctl restart za i x-agent

You can now check the Zabbix se status using the fi

. systemctl status

You will g ollowing output:
ed: load ib/sys
e: active (running) since
P ss: 13840 ExecStart=/usr/s

ID:

asks:
Memory: 85.3M
CGroup: /system.slice/zabbix-s .service
7713844 /usr/sbin/zabb rver -c /etc/ - .conf
771385 erver: N, 1 O DO Sy " "

77138 erver: i ts, updated O event ta d 0 ser>
77138 sr/sbin/zab erver: i tion in 0.226889 sec, idle 60 sec]"

/zabbix-serve enabled)
2022-11-28 16

abbix server i SUCCESS)

7 /usr/sbin/zabb 2rver: alert manager , alerts, idle 5.100929 sec during 5.101308 sec]"
? “/usr/sbin/zabb er: alerter #1 started" "" "0 mu ww owmommoww ownownowuwowaowwowwow

60 "/usr/sbin/zabbi . Jlerter # Srtedt MU MMM ww wn wn W ww ww W own wn ww
ed 5 vAes, idlﬂ.024623 sec during 5.027€

861 "/usr/sbin/zabbix s
862 "/usr/sbi bix_ser

863 "/usr/sbi bix server: cessi rker
864 "/usr/sbin/zabbix_server: cessi rker
. 865 "/usr/sbin/zabbix server: cessi rker
3866 "/usr/sbin/zabbix_server: nager proce es, id DO6720sec during 5.006902 sec]"

13867 "/usr/sbin/zabbix_ server: rker arted
7713868 "/usr/sbin/zabbix server: rker arted P e ot
7713869 "/usr/sbin/zabbix_server: eeper rtup or 3 tes]
7713870 "/usr/sbin/zabbix server: #1 [updated 0 hc supp 0e
7713872 "/usr/sbin/zabbix server: oller #1 [got O es in 0.000712 s

, idle sec]"

7713873 "/usr/sbin/zabbix_serve overer roces es in 0.000529 sec, idle 60 se

7713875 "/usr/sbin/zabbix_sen story syn-l [proce alues, 0 triggers in 0.000020 idle 1 sec]"
7713877 "/usr/sbin/zabbix s istory syn 2 [processe , 2 triggers in 0.001925 sec,"idle 1 sec]"
7713878 "/usr/sbin : history syncer #3 [processed 0 0 in 0.000013 sec, idle 1 sec]"
7213879 "/usr/sb : history syncer #4 [processed 0 va n 0.000025 sec, idle 1 sec]"
7713880 "/usr/s abbi : escalator #1 [processed 0 escalations .000 2c, idle 3 sec]"

7713881 "/usr/s zabbi : proxy poller #1 [exchanged data with oxies 000057 sec, idle 5 sec]"

7713882 "/usr/s
7713883 "/usr/sb

e 1 secl"
idle 5 sec]"

: self-monitoring [processed data in 0.
: task manager [processed 0 task(s) in 0

To check the Zabbix agent status, run the following command:
i systemctl status zabbix-agent

You will get the following output:

? zabbix-agent.service - Zabbix Agent
Loaded: loaded (/lib/systemd/system/zabbix-agent.service; enabled; vendor preset: enabled)
Active: active (running) since Mon 2022-11-28 16:17:18 UTC; 37s ago
Process: 13842 ExecStart=/usr/sbin/zabbix_agentd -c $CONFFILE (code=exited, status=0/SUCCESS)



Main PID: 13846 (zabbix agentd)

Tasks: 6 (limit: 464122)

Memory: 6.0M

CGroup: /system.slice/zabbix-agent.service
??13846 /usr/sbin/zabbix_agentd -c /etc/zabbix/zabbix_agentd.conf
7713847 "/usr/sbin/zabbix_agentd: collector [idle 1 sec]" ™" "® mm mw mww oww wwownw wn
7713848 "/usr/sbin/zabbix agentd: listener #1 [waiting for connection]"
7713849 "/usr/sbin/zabbix_agentd: listener #2 [waiting for connection]"
??713850 "/usr/sbin/zabbix_agentd: listener #3 [waiting for connection]"
??13851 "/usr/shin/zabbix agentd: active checks #1 [idle 1 sec]" "" "" ""

Nov 28 16:17:17 ubuntu22041 syste
Nov 28 16:17:18 ubuntu22041 s

: Starting Zabbix Agent...
tarted Zabbix Agent.

To check the Apache statu owing command:

You will get the following output:

? apache2.service - The Apache HTTP Server
Loaded: loaded (/lib/systemd/system/apache2
Active: active (running) since Mon 2022-11-

Docs: https://httpd.apache.org/docs/2.4/
Process: 13828 ExecStart=/usr/sbin/apachectl

Main PID 832 (apache2)
"
3 /usr/sbin/apache2 -k start
usr/sbin/apache2 start
7?71 r/sbin/apache2 start
77138 bin/apache2 -k start
7713837 e2 -k start

ice; .ed; V€

:17:08 UTC; 1mi

pres.nabled)

ago

t (co ited, us=0/S SS)

.slice/apache2.service
2 /usr/sbin/apache2 -k sta

Nov 28 16:17:08 ubuntu22041 systemd Starting The Apach Server..

Access Za rd

web browser and ss the Zabbix v~ interf! using t
A eﬁction page:

Now, ope p://your-se ip/zabbix. You

abbix

lcome to

E— 5

Select your language and click on the Next st

war pL vz

re-r‘tes o

ou should see




Check of pre-requisites

Current valus Raguined

PHF version B2 ubuniu2 8 740 [
Check of pre-requisites

PHP option “memorny_limi™ 128M 128M oK
Configure DS connectian
Settings “post_max_size”

PHP option TEM TEM oK
Pre-instaliation sumimsary PHP option “upload_max_flesize™ am am oK

E PHP aption “max_gxecution_Sme” 300 300 oK

. Licsnsed

ton. You shoul

vz .

> the database ca

If all checks are ok then click on the Next ste

fion page:

Vv

ZAB

Prass "Mexi step™ bution when dane.

Wislcame
(= of pre-recusites Database type  MySOL -

cure DB connection

) - use defaull port

uses & socked Ale fan Linkg) or

ee the Setting:

<

Zabbix server nams | zabbix

Detauit ime zons | System: (UTC+00:00) UTC

Pre-instaliation sums

Instail

. Licensed under GPL

e, theme, and click on the Next step b g

Define your Zabbix server 1d see the installation summary page:



Pre-installation summary

Please check configuration parameters. IF all i comect, press "Next step” buflon, or "Back” butan i

hangs conaliguralion pararmslees.
‘Welcome
Diataba MyS0OL
Chack of pro-roauisies e
e B8 ok Database server locaost
Satings Database port  default
Pra-installation summary Database name  zabblx

Zabbix server nang

. .

start the instal

.'2 .

If everything is fine, click the Next step butto: . Once the Zabbi

page:

talled, you should see the following
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Wl

Ched pre-requisibes

L re DB connection

glitation summary

sfully installed Zabbix

‘Q
Click on the Finish button to finis e installatio should s Zabbix lovage:

ZABBIX

Provide the default userna
dashboard on the following

@ nd the password as zabbix then click o utton. You should see the Zabbix

s




Global view T =

AN dashboands | Global yew

Top hests by CPU utilization System information

Utiization imavg Smavg 1Smavg | 1 1 Parameter value  Detads
Zutiixancvsr | C7I20 % ATEME 108833 308003 '28 Zabbix server s running es Tocalihost: 0351
Zabbix server
Values per see. Numbes of hosts fenatiedsdsatied) 1 170
Numbes of templates a1a
Humber of tems (enasiedidaatiednal 5 817078 C l
Number of Friggers (snabledidsabied 35 861021 H]
[

Al o st Soslinah

Problems by severity

Conclusion
Congratulations! You have successfully install i i on Ub 2.04. You can now install the Zabbix agent
on the remote servers and start monitoring th i el fre ask me if you have any question
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