comment-installer-lomp-stack-openlitespeed-mysql-and-php-sur-debian-12

OpenlLiteSpeed is a lightweight and open-source version of the LiteSpeed Server developed by LiteSpeed Technologies. It supports Apache Rewrite rules, HTTP/2 and HTTP/3 along with TLS
v1.3 and QUIC protocols. It comes with a WebGUI-based Administration panel which makes it different from other servers and easier to manage.

The LOMP Stack is an acronym for Linux, OpenLiteSpeed, MySQL/MariaDB, and PHP. Litespeed servers are known for their speed, especially with PHP which integrates using the LiteSpeed
Server Application Programming Interface (LSAPI). The LiteSpeed PHP (LSPHP) interpreter serves dynamic PHP pages via LSAPI.

In this tutorial, we will learn how to install an OpenLiteSpeed Server on a Debian 12 machine.

Prerequisites

Step 1 -
The firs

@ ning.

Status: inactive
Allow SSH port so that the firewall do a urrent connection upon en
$ sudo ufw allow apenSSH

Allow HTTP and HTTP

|I I lrewa

Check the status of the firewa
| $ sudo ufw status

You should see a simi

| Status: active

. OpenSSH An ywhe

Step 2 stall OpenLiteSpeed

OpenlLiteSpeed doesn't ship a package for Debian 12. Therefore,

Download the OpenLiteSpeed source code file. You can get the

$ sudo ufw a

® A server running Debian 12.

* A non-root user with sudo privileg
o A fully qualified domain name (FQ pointing to the server.
¢ SELinux doesn't need to be disable work with OpenLiteSpeed.

* Make sure everything is updated.

E $ sudo apt update
$ sudo apt upgrade

H $ sudo apt Install wget curl nano ufw software- prapertles common di. t-transp.s gnupg2

tificatellease debian-are g unzip -y

e Few packages that your system needs.

Some of these packages may already be installed on your sys

onfigure Firewall

re the firewall. ian comes with ufw ( plicate all) by

You will get the

$ sudo ufw allo

d to O

low 7080/tcp

ufw enable
mand may disrup peration (y[n)? y
Firewall is active and enabled on system startup

To Action From

Anywhei
Anywhei
Anywhe
Anywhere (v6)
Anywhere (v6)
Anywhere (v6)
Anywhere (v6)

build our copy from t ce cod.

e latest source code fj n the OpenLiteSpeed.

$ wget https://openlitespeed.org/packages/openlitespeed-1.7.18.
Extract the file.

$ tar -zxf openlitespeed-*.tgz

Switch to the extracted directory.

C$cd openlltespeed 1.7.18

Build the server package.

. $ sudo ./build.sh

You might have to wait a good 5-10 minutes for the process to finish. Ignore any warnings you receive during the process. You will receive the following output when it is finished.

[100%] Linking CXX shared library modpagespeed.so

susr/bin/ld: warning: 140.x25519-asm-x86 64.0.0: missing .note.GNU-stack section implies executable stack
/usr/bin/ld: NOTE: This behaviour is deprecated and will be removed in a future version of the linker
[100%] Built target modpagespeed

Start to pack files.

-e Building finished, please run ./install.sh for installation.

-e You may want to update the ols.conf to change the settings before installation.

-e Enjoy.




Once the process is finished, open the file ots. conf for editing.

. $ sudo nano ols.conf

Edit the file as shown below.

#If you want to change the default values, please update this file. i
¥ ]

SERVERROOT=/usr/local/lsws

OPENLSWS USER=nobody

OPENLSWS_GROUP=nobody

. OPENLSWS._. ADMIN—naVJOt

© OPENLSWS_EMAIL=navjot@example.com
OPENLSWS_ADMINSSL=yes

- OPENLSWS ADMINPORT=7080

. USE_LSPHP7=yes

DEFAULT TMP_DIR=/tmp/lshttpd

PID FILE=/tmp/lshttpd/lshttpd.pid

OPENLSWS_EXAMPLEPORT=8088

#You can set password here
#OPENLSWS _PASSWORD=

Don't add your password here. We will hed, save the file by pressing Ctrl + en prompted.

Now that OpenLiteSpeed is built, let us instal

| $ sudo ./install.sh

The installer script installs and enables the isws service for the se u will receive the fo output when finished.

Updating webcache manager, please waiting ...
. Downloading latest shared code tar file...
Checking tar file md5. .
Removing existing shared code dzrectary
. Extracting downloaded shared code
- Removing local shared code tar lee
. Updating lscmctl script.
Done!

-e Installa Enjoy!
-e Your. s kXjWTl5j, writte'file susr/local/lsws/ad

Start t! D TVer.
: $ sudo s
Check the status of the

| $ sudo systemctl status lsws
? lsws.service - LSB: lshttpd
Loaded: loaded (/etc/init.d/l
Active: active (running) since Wed 2023-09-27 15 UTC; 4h 18min ago
Docs: man:systemd-sysv-generator(8)
Tasks: 4 (11/n1t 4652)
Memory: 7
CPU: 37 8235
CGroup: /system. sl.zc
7?64164

espeed (lshttpd - #02)"

Sep 27 15:55 emd[1]: Starting lsws.servi
- Sep 27 15:. ystemd[1]: Started lsws.service

Ishttpd. ..
Ishttpd.

on of th install

sws/bin/lshttpd -v
18 Open (BUILD built: Tue Aug 29 12:59:.
e versions:
ic 3.2
gzip 1
ache 1.64
mod_secur:

Create the Administrator Password

You can use the administrat e installation pros wever, you should create your own by resetting it. Run th

' $ sudo fusr/local/lsws/ad admpass. sh

You will get the follo put. Choose your use and set a strong password.

Please spec.l fy t
This is

e of administrator.
uired to login the a

User jot

. Ple istrator's password.
1 iired to login the administration Web interface.

i Ps
A /password is updated successfully!

You can e new administrator password.

Open nttp://<YOURSERVERIP>:7080 to access OpenLiteSpeed's administr banel. On'your first lo r bro 1 warn ) ion i private! Click Advanced and click "Accept
the risk and Continue" (in the case of Firefox) or "Proceed to <youRr (unsafe)" (in the case omium: browse; g again.

You should see the login page.



@ OpenliteSpeed

Invalid credentials.

User Name

navjot ‘ & ‘

Password

Enter the credentials you set earlier, and press the Login button t

You will get the following screen.

@ OperliteSpeed

stall.riaD

Debia: 't ship with MySQL server anymore.
reposit e Litespeed repository added via

efore, we will be u But before procee head, we need to update the LiteSpeed

aller doesn't work

e setc, r editing.

$ sudo nano /etc/ap ources. 11

Change the file contents by adding the Debian 1 eye) to it. We can" is not updated fa

deb http://rpms. litespeedte

e file by pressing C

Once you are finished, X and entering Y when

Install the MariaDB

$ sudo apt insta b-server

Mari omatically started ning post-install.

Che

ariadb

You will'g ollowing output.

? mariadb.service - MariaDB 10.11.3 database server
Loaded: loaded (/1ib/systemd/system/mariadb.service; enabled; prese
Active: active (running) since Fri 2023-09-29 01:21:09 UTC; Imin

Docs: man:mariadbd(8)
https://mariadb. com/kb/en/library/systemd/
Main PID: 361450 (mariadbd)
Status: "Taking your SQL requests now..."

: 10 (limit: 4652)

190.8M

: 411ms

: /system.slice/mariadb.service

77361450 /usr/sbin/mariadbd

$ sudo mariadb-secure-installation

You will be asked for the root password. Press Enter because we haven't set any password for it.

NOTE: RUNNING ALL PARTS OF THIS SCRIPT IS RECOMMENDED FOR ALL MariaDB
SERVERS IN PRODUCTION USE! PLEASE READ EACH STEP CAREFULLY!

- In order to log into MariaDB to secure it, we'll need the current
password for the root user. If you've just installed MariaDB, and
haven't set the root password yet, you should just press enter here.

Enter current password for root (enter for none):

Next, you will be asked if you want to switch to the Unix socket authentication method. The unix socket plugin allows you to use your operating system credentials to connect to the MariaDB
server. Since you already have a protected root account, enter » to proceed.

0K, successfully used password, moving on...

Setting the root password or using the unix socket ensures that nobody
can log into the MariaDB root user without the proper authorisation.



You already have your root account protected, so you can safely answer 'n'. i

Switch to unix socket authentication [Y/n] n

Next, you will be asked if you want to change your root password. On Debian 12, the root password is tied closely to automated system maintenance, so it should be left alone. Type » to proceed
further.

. Skipping. '

You already have your root account protected, so you can safely answer 'n'.

Change the root password? [Y/n] n |

Next, you will be asked certain questions to improve MariaDB security. Type Y to remove anonymous users, disallow remote root logins, remove the test database, and reload the privilege
tables.

. Skipping.
By default, a MariaDB installation has an ing anyone
to log into MariaDB without having to have t
them. This is intended only for testing, the lation

0 a bit smoother. You should remove thel
production environment.

. Remove anonymous users? [Y/n] y
. Success!

. Normally, root should only be allowed to connect from 'loca
. ensures that someone cannot guess at the root password from t

* Disallow root login remotely? [Y/n] y
. Success!

. By default, MariaDB comes with a database named 'test' that anyone can
. access. This is also intended only for testing, and should be removed
. before moving into a production environment.

Remove test database and access to it? [Y/n] y
© - Dropping test database. ..
... Success!
- Removing privileges on test database. ..
. Success!

! Reloading the privilege tables will ensure that all changes made so far
will take effect immediately.

- Reload pr- ow? [Y/n] y

Suc '

Cleani,

All do C d all of the above steps, your MariaDB
instal cure.

Thanks

sudo mariadb on the command line.

You can enter the Maria by typing sudo mysql 0

Step 4 - Install P

Since we built our package from the source, it co es and builds an old versio which is not reci ed for use. You can check e following command.

$ susr/local/lsws/fcgi-bin/lsphp -v
PHP 5.6.40 (litespeed) (bui

. Copyright (c) 1997-2016 Ti

- Zend Engine v2.6.0, Cop

Therefore, we n d and install the latest

build- 1 autocol 2c pkg-config

p is to insta ackages PHP build proces:

tall libssl-dev libsqlite3-dev zliblg-d

libzip-dev, dev libwebp-dev libxpm-dev libicu-dev libfreetype6-dev

gmp-dev 1ibpng-dev

d the PHP 8.2.10 time of writing.

H ; ;Ze; https://www.php.net/distributions/php-8.2.11.
Extract the files.

: $ tar -xzf php-8.2.11.tar,
Switch to the downlg
. $ cd php-8.2.11

v

enable-mbstring

options. The --ena espeed O

Next, re script with the fo!

ix=/usr/local/lsws/lsphp82 --enable-bcmath a endar I D enable-1i able-mbregex enable-mysqlnd --enable-opcache --enable-s

owing output once the script is finished.

- -

B -+
License: /
This software is subject to the PHP License, available in this /
distribution in the file LICENSE. By continuing this installation |
process, you are bound by the terms of this license agreement. /
If you do not agree with the terms of this license, you must abort [
the installation process at this point.

Thank you for using PHP.
Compile the source.
$ sudo make -j $(nproc)

You will receive a similar output once

e-dup-deps --tag CC --mode=link cc -shared -I/home/navjot/php-8.2.11/inc
serve-dup-deps --tag CC --mode=install cp ext/opcache/opcache.la /home/navjot/p

Vjot/php-8.2.11/main -I/home/navjot/php-8.2.11 -I/home/navjot/php-8.2.1

/bin/bash /home/navjot/php-8.2.11/1ibtool --
odules

- /bin/bash /home/navjot/php-8.2.11/libtool --sile

Build complete.
Don't forget to run 'make test'.

Once you are finished, run the following command to try and check the version.

$ ./sapi/litespeed/php -v i

PHP 8.2.11 (litespeed) (built: Sep 28 2023 18:40:08) i
IP Group

Copyright (c) The PHE
. Zend Engine v4.2.11, Copyright (c) Zend Technologies

Install PHP.

You will get the following output.



Installing shared extensions: susr/local/lsws/1sphp82/1ib/php/extensions/no-debug-non-zts-20220829/ J

Installing PHP CLI binary: susr/local/lsws/lsphp82/bin/
Installing PHP CLI man page: susr/local/lsws/1sphp82/php/man/manl/
Installing PHP L1te$peed lunary: susr/local/lsws/Lsphp82/bin/
Installing phpdbg binary: susr/local/lsws/1sphp82/bin/
Installing phpdbg man page: susr/local/Usws/sphp82/php/man/manl/
Installing PHP CGI binary. susr/local/lsws/Usphp82/bin,
Installing PHP CGI man page: susr/local/lsws/lsphp82/php/man/manl/
Installing build environment: susr/local/lsws/lsphp82/1ib/php/build/ H
Installing header files: susr/local/lsws/lsphp82/include/php/
Installing helper programs: susr/local/lsws/lsphp82/bin/

program: phpize

program: php-config
Installing man pages: susr/local/lsws/sphp82/php/man/manl/

page: phpize.l

page: php-config.1
Installing PEAR environment: /usr/ lm:a U/1sws/1sphp82/1ib/php/ H
[PEAR] Archive Tar - installed: 1.4.1
[PEAR] Console Getopt - 1nstalled 1.4. 3

. warning: pear/PEAR dependency package "pear/ Ar alled version 1.4.14 is not the recommended version 1.4.4

[PEAR] PEAR - Installed: 1.10.1.

Wrote PEAR system conflg flle at: /usr/loc ear.conf

You may want to add: /usr/local/lsws/lsphp p to .ini include path
Installing PDO headers Jusr/lo 2 /php/ext/pdo/

Verify the PHP installation. There are
version isphp. The second one is the one

vailable in the susr/tocal/tsws/Usph . One is the normal psp which is the co 1 and the other is the Litespeed

$ susr/local/lsws/1sphp82/bin/1sphp -v
PHP 8.2.11 (litespeed) (bu11t Sep 28 2023 18:40:08)
Copyright (c) The PHP Grou

Zend Englne v4.2.11, Capynght (c) Zend Technolog.les

You can check the list of enabled PHP modules.

$ /usr/local/lsws/1sphp82/bin/php --modules
[PHP Modules]
bemath
calendar
Core
ctype
curl

. pdo_mysql

. pdo_pgsql

. pdo_sqlite
Phar
posix

. pspell
random
readline
Reflection

. session

- xmlreader
xmlwriter
xsl

Lozip
zlib

[Zend Modules]

Copy the pnp. ini-product. he install folder usr/local/lsws/1sphp82/1

i $ sudo cp php.ini-pre usr/lacal/lsws/lspthZ/l

We will configun iteSpeed to work with PHP lat

Open diting.

s/ sphp82/1ib/php.ini

' ; UNIX: "/pathl:/path2"
znclude > path = Jusr/local/lsws/lsphp82/1ib/php

Once you are finished, save the file by pressing Ctrl + X an

Step 5 - Configure MariaDB

Log in to the MariaDB shell.

H $ sudo mysql
Create a test database. Replace testdb ate database name of your choice.

mysql> CREATE DATABASE testdb;

Create a test user. Replace testuser with an appropriate username. Replace yvour Password123 with a strong password.

mysql> CREATE USER 'testuser'@'localhost’ IDENTIFIED BY 'Your Passwordl23';

Grant all privileges on the database to the user.

/rlysql> GRANT ALL PRIVILEGES ON testdb.* TO 'testuser'@’'localhost

Since we are not modifying the root user, you should create another SQL user for performing administrative tasks that employ password authentication. Choose a strong password for this one.

MariaDB> GRANT ALL ON *.* TO 'navjot'@'localhost' IDENTIFIED BY 'Yourpassword32!' WITH GRANT OPTION;




Flush user privileges.

| mysql> FLUSH PRIVILEGES;

Exit the MySQL shell.

Step 6 - Configure OpenlLiteSpeed

Switch the HTTP port back to 80

Let us change the default HTTP port to 80 our administration panel at sttp://<vourRSERVERIP>: 7680 with the credentials you just created.

Visit the Listeners section from the left default listeners with port gese.

LSWS PID SYSTEM LOAD AVG
721 0,00

7218

erers > Summary

Click the View button to see the detailed configuration. On the ne Gener: e, click on t on and change the port from 8680 to sa.

04D AVE:

% Listener Defa ,0.02,0

o SSL Ma

Listener

IP Address
Port
B
ble REUSEPORT
fure

lotes

LswsPID SYSTEM LOAD AVG
7218 0,0.01,0

Give listener 3 name that is ea: =

Select an IP address from the £ ) avallable IP address on this
machine.
Inputa unique port nut 5 024. Port B0 is the default
HTTP port: port 443 is

Selecting “Yes" for Secu " i tings.

Addres

ener Name *

Default

ddress *

ANY IPvd

Click Save and then re e server by clicking Graceful restart button.

L3V5 PID SYSTEM LOAD AVG

4

gure PHP

associate our copy of PHP 8.2 with the se

“onfiguration section on the left and then o ee an existing LiteSpe p for PHP. We will make some edits to it.

oy SvTEM L0 VG
= 0.0,0 E

Tuning  Security App s

Type
) Urespesd

Click on the Edit button to edit the P:
he other fields blank.

Next, match the configuration as shown

Name: 1sphp
. Address: uds://tmp/lshttpd/lsphp.sock
Max Connections: 35
Environment: PHP LSAPI MAX REQUESTS=500
PHP _LSAPI CHILDREN=35
LSAPI_AVOID_FORK=200M
Initial Request Timeout (secs): 60 i
Retry Timeout : @ i
Persistent Connection: Yes '
Response Buffering: no
Start By Server: Yes(Through CGI Daemon)
Command: 1sphp82/bin/1sphp
Log: 100

Back

Instances: 1 i
Priority: @ H
Memory Soft Limit (bytes): 2047M p
Memory Hard Limit (bytes): 2047M 4
Process Soft Limit: 1400

Process Hard Limit: 1500 H
i '

Click Save when finished.



et [ [oore [

Address * ‘ @ | udsuitmp/ishttpdrisphp.sock ‘

Max Connections * ‘ @ | 35

Nusmbes valid range: 1 - 2000

Now that we have created our own PHP 8.2 app, we need to tell the server to start using it. Since we edited the default listing, it is already configured. Restart the server by clicking on the

Graceful restart button.

To test whether your PHP has been s Sit http://<YOURSERVERIP>/phpinfo.php in your browser.

DYNAMIC Debian 6.1.52-1 (2023-09-07) x86_64

[_DYNAMIC Debian 6.1.52-1 (2023-09-07) x86_64 GNU/Linux
ble-calendar —enable-exif "—enable-Rp' -
i s i

55 Zlib. php. file. giob. . zip
%, udg, ssl, tis. fisv1.0, fisv1.1,
erticony.", siring rot13, strmg, , converl*, consumed, dechunk

e L T zendengi

“

the server won'’t show,

Restart Pk

d, if y hp.ini 'HP module, resta: changes. need to restart t

for the 1. cess.

ep _Lsphp
.8 121104 34928 7
4 121104 16760 ?

ually kill the

$ sudo kill -9 500747
© $ sudo kill -9 500748

Restart the Server.

$ sudo systemctl restari

Step 8 - C irtualHost

First, e directories for o

om/{html,

old the public files and the togs directory

console, access the Virtual Hosts section

vi

Examplef

Fill in the values as specified

Virtual Host Name: example.com
Virtual Host Root: $SERVER ROOT/example.com/
Config File: $SERVER ROOT/conf/vhosts/$VH NAME/vhconf.conf
Follow Symbolic Link: Yes

- Enable Scripts/ExtApps: Yes

Restrained: Yes

External App Set UID Mode: Server UID

ill need to locate




Virtual Host Name * ‘ (7] I example.com “

Virtual Host Root * ‘ @ | $SERVER_RODT/example.com/

Config File * ‘ ("] | $SERVER_ROOT/confivhosts/SWH_NAME/vhconf.conf

MNotes

Follow Symbalic Link L] Yes

Enable Scripte/ExtApps * L7} ®Yes (O No

Restrained® | @ | @vYes O No

IMax Keap-Alive Requests

rnal App Set UID Mode Server UID

Click on the Save button when finished. You will get the n't exist as of now. Click on the lin guration file.

Summary

All directories This web INSPISEEWN not create for you. if yOUSPEETESting a new virtual host
empty root di it up from the beginning: or you ple” virtual root that shipped with t
host root and

Virtual host ro

Turn on Restr:

irtual Host

|
Virtual

Vv

config File # n $5ERVER_ROOT/confvhosts/$VH_NAMENhconf.conf

A file jusr/local/lsws/confivhasts/nspeaks.xyz/vhcanf.conf does not exist. CLICK TO CREATE

al Host.

Click the Save button ag ish creating the Vi

> Choose Virtual Host(exan nd modify the configuration a

Once the virtual host is create

 Document Root: $VH ROOT/html/

. Domain Name: example.com
Enable GZIP Compression: Yes

| Enable Brotli Compression: Yes

rtual Host r ' >General‘

| i | Log  Security  Exter P ScriptHandler  Rewrite  Context

LSWS PID SYSTEM LOAD AVG
17 0,00

ssL W by Modules

Document root will not be i by the server automatically If it does not
owned by the correct user.

Set up your document root an be absolute path or

Document root is referred a in this virtual host,

You can enter multiple ad arated by commas.

seneral

Document Root & SVH_ROOT/html/

Domain Namé example.com

Domain Aliase:

Administrator Email

Enable GZIP Compression

@ Yes

O Ne (O NotSet

Brotli Compression @ Yes () No__() NotSet

v

e General

hen finished. Nex

Click the S ion. Setr following options.

No
dex. html, index.htm

Lsws SYSTEM LOAD AVG
© Virtual Host 171 0,0,0 E

Context Socket Proj

Basic | General | L

+ Youcanused
* You can us dd

* You ca e vhost level settings blank.
« You .

Use Server Index Files *

Index Files index.php, index.html, index.htm

e

Auto Index (-] ‘ O Yes @ No (O NotSet

Auto Index URI L] ‘

Click Save when done. Next, we need to choose Log files. Go to the Log section, click Edit against Virtual Host Log, and fill in the following values. Leave other settings unchanged.

Use Server’s Log: Yes
File Name: $VH ROOT/logs/error.log
Log Level: ERROR
Rolling Size (bytes): 10M
Keep Days: 30
Compress Archive: Not Set




movmie® [o] ova o ]

File Name |8 | $VH_ROOT/logs/errorlog

Log Level |e I ERROR ~

Rolling Size (bytes) |e I 10M

Keep Days |e|3a

Number valid range = 0

Compress Archive @ | OvYes ONo @ NotSet

You can choose the Log Level as pe8u6 if elopment machine.

Click Save and then click the plus sig: section to add a new entry. Fill in the following values.

. File Name: $VH R0OOT/logs/access.log
Piped Logger: Not Set
Log Format: Not Set
Log Headers: Not Set
© Rolling Size (bytes): 10M
Keep Days: 30
. Compress Archive: Not Set
Bytes log: Not Set

Keep Days

Compress Archive -] | O Yes

Bytes log {0 |

section. Set the foll

ess Control under the Secu

Click Save when done. Next, we need to configu

| Allowed List:
' Denied List: Not set

Click Save when done. Nex Handler Defini n. Set the followi

ick the plus (+) sign to add a new de

. Suffixes: php
. Handler Type: LiteSpeed
' Handler Name: [Server Le

Click Save when done. Next, we need to set Rewrite Control u Rewrite section. Se

Enable Rewrite: Yes
. Auto Load from .htaccess: Yes
. Log Level: Not Set

ral log Securly External App  Script Handler | pe Context

enable Rewrite © Mot Set

Auto Load from htaccess O Net set

Log Level L]

Click Save when done. And at last, we need to set the Listeners. Go to the Listeners section and click on the View button against Default Listener. Then, click on the Add button against
Virtual Host Mappings to add a new mapping and set the following values.

Virtual Host: example.com
Domains: example.com



Virtual Host * ‘B ‘ example.com V‘

Domains * ‘0 ‘ example.com ‘

Click Save when done. Now, click on the Graceful restart button to apply all the changes above and restart the server.
Step 9 - Install SSL

Setting up SSL in OpenLiteSpeed requires us to set up two certificates. A self-signed certificate for the overall server and a Let's Encrypt site-specific server.

The administration panel already comes with a self-signed certificate pre-installed which is available in the /usr/tocal/1sws/adnin/conf directory.

Let us create the Self Signed Certificate erver first.

i $cd~
- $ openssl req -x509 -days 365 -newkey rsa out cert.pem -nodes

You will get a similar output.

You are about to be asked to enter information that will be in:
. into your certificate request.

What you are about to enter is what is called a Distinguished Name
. There are quite a few fields but you can leave some blank
- For some fields there will be a default value,
. If you enter '.', the field will be left blank.

Country Name (2 letter code) [XX]:
. State or Province Name (full name) []:

Locality Name (eg, city) [Default City]:

Organization Name (eg, company) [Default Company Ltd]:
. Organizational Unit Name (eg, section) []:

Common Name (eg, your name or your server's hostname) []:example.com
. Email Address []:navjot@example.com

You can pre; ough all the fields and leave them empty. FE our do: r the Cag

e self-signed cﬁcates.

Create t

. $ sudo certs

Copy the r/local/lsws/certs directo
$ sudo mv *.pem /usr/loca

‘We need to install Certbot to g cates offered by Let's Enc

You can either install Certbot using Debian's rep ry or grab the latest versio using the Snapd version n 12 comes doesn't come with Snapd insta

Install Snapd package.

$ sudo apt install -y s

Run the followi ds to ensure that you

owing command to install Certbot.

ollowing

H $ sudo ln -s /snap/bin/certbot /usr/bin/certbot
Verify the installation.

| § certbot --version
certbot 2.6.0

Run the following d to generate an SSL Ce

Obtain the SSL ¢ e. The webroot directory is se

--webroot -w /usr/lo ‘example. com/html -m name@example.com -d !Xa/ﬂple.

man group certificate.
dsaparam -out /etc/ssl/certs/dhparam.pem 4096
Check the Certbot renewal scheduler service.

. $ sudo systemctl list-timers

You will find snap. certbot. renew.service as one of the services si

NEXT LEFT LAST SED unrt
| Sat 2023-09-30 18:12:21 UTC 2h 59min left
Sat 2023-09-30 18:54:00 UTC 3h 41min left
Sun 2623-10-01 00:00:60 UTC 8h left

UTC 50min ago  apt-daily.timer apt-da.
- snap.certbot. renew. timer  snap.certb
- dpkg-db-backup. timer dpkg-db-bac

To check whether the SSL renewal is y run of the process.

| $ sudo certbot renew --dry-run

If you see no errors, you are all set. Your certificate will renew automatically.

Now open the Admin console, go to Listeners >> Add New Listener, and add the following values.

. Listener Name: SSL H
IP Address: ANY IPv4

Port: 443

Secure: Yes




2 LSWSPID SYSTEM LOAD AVG
% Listeners > summary 39328 K&l 0,0.01,0 ﬂ

=

Listener Name * @ | ssL

1P Address* [ @ | ANYIPva h

Port* L]

Binding @ | Dprocess1

Enable REUSEPORT

@ Oves O

7]

sacure * @ Yes

Click Save when done. Next, go to the Virtual Host Mappings se Listene licking , clicking on t putton, and filling in the following values.

Virtual Host: example.com
- Domains: example.com

| 4 _—_as = =

Click Save v
created before.

o to Listeners >> SSL Listener >> SSL Tab >>SSL Private Key & Certificate (Edit button) and fill in owing values for th cate we

Private Key File: /home/user/ke
Certificate File: /home/user/cer
Chained Certificate: Yes

LSWS PID SYSTEM LOAD AVG
637 0,00

Madules

Private Key File @

$SERVER ROOT/certs/key.pem

Certificate File SSERVER_ROOT/certs/cert.)

O Mot Set

Chained Certificate

@ vYes O No
CA Certificate Path

CA Certificate File

e following value

Click Save when done. Next, istener >> SSL > SSL Protocol (Edit button) and fi

© Protocol Version: TLS v1.2
Ciphers: ECDHE-ECDSA-AES. A256 : ECDHE -RSA-AES. HA256 : ECDHE - ECDSA-AES2.

. Enable ECDH Key Exchange

. Enable DH Key Exchange

. DH Parameter: /etc/ss hparam. pem

-ECDSA-CHACHAZ20- POL Y1305 : ECDHE -RSA - CHACHA20 - POL Y1305 : DHE - RSA-AES128 -

Enable ECDH Ki

Enable DH

Click Save when done. Next, go to Virtual Hosts >> ex SSL Privat rtificate (Edit button) and fill in the fo

g values with the Let's Encrypt
Certificate.

Private Key File: /fetc/letsencrypt/live/exa
. Certificate File: /etc/letsencrypt/live/e.
Chained Certificate: Yes

log Security ExternalApp  SeriptHandler Rewrite  Context | gg | Web S

Certificate

Private Key File | © | setcietsencryptilive/example.com/privkey.pem

Certificate File |9 fetchletsencrypt/live/example.comMullchain.pem

Chained Certificate |9‘ @ Yes (O No (O NotSet ‘

CA Certificate Path | e 1 1

CA Certificats File |e ‘ |

Click Save when done. Next, go to Virtual Hosts >> example.com >> SSL Tab >> OCSP Stapling (Edit button) and fill in the following values to enable OCSP Stapling.

Enable OCSP Stapling: Yes




| 0CSP Response Max Age(Secs): 300
'\ OCSP Responder: http://r3.0.lencr.org

8asic General log Security ExternalApp  ScriptHandler  Rewrite  Context | sgy | WiebSocketProxy  Modules

Enable OCSP Stapling |0 ‘ @ Yes (O Ne (O NotSet “-‘

OCSP Response Max Age (secs) |0 ‘ 300 ‘

Number vaiid range >= -1

OCSP Responder |a ‘ httpuird.clencr.org ‘

OCSP CA Certificates | 7] ‘

Click Save when done. Next, go to Vi

mple.com >> SSL Tab >> Security (Edit button) and fill in the following values to enable HTTP3/QUIC protocol.

| Enable HTTP3/QUIC: Yes

‘We don't need to enable other options be default.
g Securty ExtemalApp  Scri " St | WebSocketPraxy  Modules

client to resume a session withi But having to re-perfarm an S5L handshake. You can do
D using Enable Session Cache. o £ session tickets.

5L Renegotiatia

Enable

Enable S

Vv

Click Sa

Restart the server by n the Graceful restart button.
Step 10 - Test Si
Create a Test file in your stmt directory.

: $ sudo nano /usr/local/lsws/example.con/html/index.p

Paste the following co

<html>
: <head>
<h2>0p erver Install Test</h2>

<p>Hello,

e PHP variabl he MySQL co
me = "localhost";
“testuser"”;
= "Your Password123";

e a M)
mysql
Report if

if (!$conn)
exit('<sp>Your connection has failed.<p>' .

onnect_error());
echo '<p>You have connected successfully.</p>';
H 7>

 </body>
. </html>

the you should see the following page.

Save the file by pressi: X and entering Y prompted. Open

v

The ctional. You can start using the server to s

Conclusion

This concludes our tutorial on installing LOMP Stack (OpenLite SQL, and PHP) on a in the co nts below.




