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Jellyfin is free software for building a media server. It lets you collect, manage, and stream your media files from
multiple devices or clients. Jellyfin is a free and self-hosted application that can be installed on your server, so you can
create your own media server in your local environment, such as at home, and then allow multiple clients and devices to
access all your media files.

Jellyfin is an alternative media file server to proprietary like Emby and Plex. It allows you to manage media files from
any device and anywhere.

This guide will show you how to install the Jellyfin media server on Debian 12. You will install Jellyfin via a pre-built
binary package and secure it with UFW (Uncomplicated Firewall), SSL/TLS certificates from Letsencrypt, and the
Apache?2 reverse proxy.

Prerequisites

To begin the process, ensure you have the following:

e A Debian 12 server with 2 or 4 GB of memory.
e A non-root user with administrator privileges.
¢ A domain name pointed to the server IP address.

Adding Jellyfin Repository

The Jellyfin media server can be installed in many ways, manually or via a pre-built package that is available for most
Linux distributions. In this first step, you will add the Jellyfin repository to your Debian server.

First, run the following apt command to install dependencies to your Debian machine.

! sudo apt install apt-transport-htitps ca-certificates gnupg curl -y

root@debianl2: ~#
ront@debian1? = apt install apt-transport-https ca-certif 2s gnupg curl
ing p: <+« Done
ding c ree... Done
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Once dependencies are installed, execute the following command to add the GPG key of the jellyfin repository, which
will be stored at /etc/apt/keyrings/jellyfin.gpg.

sudo mkdir -p /etc/apt/keyrings
curl -fsSL https://repo.jellyfin.org/jellyfin_team.gpg.key | sudo gpg --dearmor -o /etc/apt/keyrings/jellyfin.gp.

Now execute the command below to add the jellyfin repositoery to your Debian server. After executing the command, the
repository file /etc/apt/sources.list.d/jellyfin.sources will be created.

cat <<EOF | sudo tee /etc/apt/sources.list.d/jellyfin.sources
Types: deb
URIs: https://repo.jellyfin.org/$( awk -F'=' '/"ID=/{ print $NF }' /etc/os-release )
. Suites: $( awk -F'=' '/"VERSION CODENAME=/{ print $NF }' /etc/os-release )
i\ Components: main
" Architectures: $( dpkg --print-aschitecture )
| Signed-By: /etc/apt/keyrings/jellyfin. gpg
. EOF
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Lastly, update and refresh your Debian package index using the apt update command below.

sudo apt update
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security.debian.or; ian-se
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Installing and Managing Jellyfin

With the jellyfin repository added, you're ready to install the jellyfin media server. Complete these steps to install
jellyfin and learn how to manage the jellyfin service via systemctl.

Execute the apt install command below to install the jellyfin media server. Type y for the confirmation and press ENTER
to proceed.

sudo apt install jellyfin
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0 upgraded, 70 newly installed,

Need to get 171 MB of archives.

After this operation, 597 MB of additional disk space will be used.

Do you want to continue? [Y/n] YI

After installation, ensure the Jellyfin service is running and enabled using the command below.

_________________

sudo systemctl is-enabled jellyfin
sudo systemctl status jellyfin

If running, you should see the output active (running). When enabled, the output you should get is enabled. This
means the Jellyfin will start automatically upon the system boot.

root@debian12:~#
Fantidehian1 - systemctl i: bled §

root@debianl2;: -4 systemctl s jellyfin
¢ jellyfin.servic 1ellyf1n Med rver
Loaded: loac [ J em/jellyfi rvice; enabls preset: ena
fin.service.d
in.seryvice.co
Active: act unning) since
dain PID: 3925 lyfin)]
Tasks: 20 (1 4642)
Memory: 187.8M
CRUE 17.974s
CGroup: 3 .hl1CEle in.se

By default, Jellyfin is running in localhost with port 8096. Execute the ss command below to verify the ports list on your
Debian system.

ss -tulpn

Peer Addr
9.08,8.6
8.8.8.8:

UNCONN
UNCONN
UNCONN
UNCONN
1

Lastly, run the following systemctl command to start, stop, or restart the Jellyfin service.

sudo systemctl start jellyfin
sudo systemctl stop jellyfin
i sudo systemctl restart jellyfin



Security Settings with UFW

In the following section, you will secure your Jellyfin media server via UFW. You will install UFW and and then open
HTTP and HTTPS protocols for client access. You must open HTTP and HTTPS protocols because you will be using
Apache?2 as a reverse proxy.

First, install UFW via the apt install command below.

' sudo apt install ufw -y

s will

r=con etlin

@ upgraded, 5 installe 3 d ot uf

t:1 http://h ir.debi: g/d a0 kworm,/main amd 1ip6t
t:2 http p ir.debian.org/debian bookworm/main amdé4 libnfnetlinke

| sudo ufw allow OpenSSH ;
i sudo ufw enable

Type y when prompted and UFW should be running and enabled.

Now run the command below to add the WWW Full profile and verify the UFW status. The WWW Full profile will open
both HTTP and HTTPS protocols on your Debian system.

' sude ufw allow "WwW Full"”
| sudo ufw status

The output should indicate that UFW is active with enabled OpenSSH and WWW Full profiles.

t@debianl: sudo ufw al
Les updatec
Rules updated
rooti@debianl2: -
Command r disrup with operation (y|n)? y
Firewall active and bled syst start
rooti@debianl2:~#
root@debianl2:~# sudo @ allo W F
Rule added
Rule added (v6)
root@debianl2:~# sudo status
Status: active

To : Frc

OpenSSH Anywhere

WwWW Ful Anywhere
OpenSSH ) Anywhere (v
WWW Full Anywhere (v6;

Installing and Configuring Apache2 as Reverse Proxy

In this guide, you will run the Jellyfin media server within Apache2 as a reverse proxy. You'll also secure your
installation with SSL/TLS certificates generated via Certbot and Letsencrypt.

Now, complete the following tasks: install Apache2 and Certbot, generate SSL/TLS certificates, and create the Apache2
virtual host configuration for the Jellyfin media server.



Installing Apache2 and Certbot

First, run the following command to install the Apache2 web server and Certbot. Type y for the confirmation and press
ENTER.

sudo apt install apache2 certbot

root@debianl2:~#
root@debianl2:~#

sudo apt install apache2 certbot

Reading p » lists... Done

Building cy tree... Done

Reading state information... Done

The following additional packages will be installed:
apache2-bin apache2-data apache2-utils libaprl libaprutill Llibaprutill-dbd-sqli
python3-cffi-backend python3-confi python3-configobj python3-cryptogra
python3-parsedatetin wthon3-rfc3339 python3-tz ssl-cert

Suggested packages:
apache2-doc apache2-s ac-pristine | acheZ suexec-cust ww-browser python
python-acme-doc pytho onfigobj-doc hon-cryptograp oc python3-cryptograp
The following NEW packa will be dinst ed:
apache2 apache2-bin a ne2-d apac util erthbc ibaprl libaprutill liba
python3-certbot pytho o1 1 7 kend hon3 figa: rse python3 configobj p
python3-openssl pyt! i hon3-tz s ~ert
9 upgraded, 24 newly
Meed to get 4,128 kB of archives.
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u want to continue? [Y/n] YI

After installation is finished, the apache2 service should be running and enabled by default. Verify it using the systemctl
command below.

sudo systemctl is-enabled apache2 i
sudo systemctl status apache2 |

The output enabled indicates that the apache2 service will start automatically at boot. And the output active (running)
indicates the status of the service is running.

rootedebianls: ;udo system is-enabl: pache2
enabled

rontrdehdan

.udo system status apac
kS The Apach TPs
Loaded: d (/Lib/ .
Active: a runnin since
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CPU:
CGroup:

Generating SSL/TLS Certificates with Certbot

Before generating SSL/TLS certificates, enable some Apache2 modules via the a2enmod command and restart the
Apache? service.

sudo aZenmod proxy proxy http §sl proxy wstunnel remoteip http2 headers
sudo systemctl restart apache2

Now run the following command to create a new directory /var/www/htmli/jellyfin/public html and change the
ownership to the www-data user and group. This directory will be used as a temporary web-root directory for
generating SSL/TLS certificates.

sudo mkdir -p fvar/www/html/jellyfin/public html
| sudo chown -R www-data:www-data /var/www/html/jellyfin/public html

Next, run the certbot command below to generate new SSL/TLS certificates. Ensure to change the email address and



domain name before executing the command.

i sudo certbot certonly --agree-tos --email user@email.com --no-eff-email --webroot -w /var/www/html/jellyfin/public html -d
i media.hwdomain. io

After the process, your SSL/TLS certificates will be available in /etc/letsencrypt/live/domain.com directory. The file
fullchain.pem is the public key and the privkey.pem is the private key.

Configuring Apache a Reverse Proxy

Create a new virtual hos

0 ion /etc/apacheZ/sites-available/jellyfin.confusing the following nano editor
command.

' sudo nano /fetc/apache2/sites-availab fin.conf e |

certificates, and the server
or the jellyfin media server that

Insert the configuration below and be s
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is running on port 8096.

o change the name, the path of

ou v.et up che. a reverse p

<VirtualHost *:80>
ServerName media.hwdomain.io

# prevent HT' to HTTPS redi
: é anent / https://media.h
E log/apache2/media.hwdomain.io-error.log

Cu log/apache2/medi
</VirtualHost>

wdomain.io-access.log combined

# If you are not usi
# 1line above with all
<IfModule mod ssl.c>
<VirtualHost *:44
ServerName

# This U
Docume /var/www/html/

eser.t On
sencrypt's certbot wil
is line will tell Apach
yPa
# Tell Jellyfin to forward
RequestHeader set X-Forward
RequestHeader

ificate, replace th
tarting with 'Pro

d chmod it to

2rtbot(You may a\’to c'it,
fin/public_ht

ace a file i
not to use

fying certs

requests ca
oto "https"
rt "443"

et" "ws://1
e "/socket"

8.10.15:8096/
192.168.10.15:8096/socket"

ProxyPass "
ProxyPassR

' “http://192.168.

2verse /" "r.//19 b

g n
& ateFile /etc/letsencrypt/1li dia. ain.i lcha em
¢ ateKeyFile /etc/letsencrypt /medi domai privkey.pem

2 http/1.1
pref versio ith F.d Se
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# Disable insecure SSL and TLS S .
SSLProtocol all -SSLv2 -TLSv1l.1

ProxyPa
ProxypP

# Enable only strong encryption ciphers
SSLCipherSuite HIGH:RC4-SHA:AES128-SHA
SSLHonorCipherOrder on

ErrorLog /var/log/apa domain.io-error.log

CustomLog /var/log/ap e wdomain.io-access.log combined
</VirtualHost>
</IfModule>

Save the file and exit the editor when finished.

Next, run the a2ensite command below to activate the virtual host jellyfin.conf, then verify your Apache2 syntax.

! sudo aZensite jellyfin.conf
i sudo apachectl configtest

If you've proper Apache? syntax, you should get an output Syntax OK.



root@debianl2:

root@debian sudo apachectl configtest

AHOO558: a Could not reliably determine the server's fully qualified doma
to sup message

Syntax O

root@debianl2:~# |

Now restart the apache2 service using the below command to apply the changes. Your jellyfin installation should be
running and secured under the Apache2 reverse proxy.

sudo systemctl restart apache2

Lunch your web browser and visit the domain name of your Jellyfin installation, such as https://media.hwdomain.io/. If
the configuration is successful, you should get the Jellyfin installation wizard like this:

G B

&« & Jelyfin

Welcome to Jellyfin! Quick Start Guide
This w Il help guide you through the setup process. ' oreferred language.

lay language:

Jellyfin Media Server Installation

In the following step, you'll complete the Jellyfin media server configuration via the installation wizard.

First, select the default language for your Jellyfin installation and click Next.

£\ Jeliyfin

Welcome to Jell Quick Start Guide
This wizard will help guide ugh the : Jlease select your preferre

Preferred display language

Engl ish

Now, create a new admin user for your Jellyfin installation. Input your username and password, then click Next.



Tell us about yourself
b ke e

Usarnams:
ssword:

Password {confirm

ETTTTTT

More users can be added lat 11 within the

L re."jms -

For the media libraries, you can configure them later. Click Next to continue.

€ & Jellyfin

Setup your media libraries OHelp

Libkary

+ Previous Mext 3

Select your preferred Metadata language for your libraries and click Next.

Freferred Metac Lang 2
Thase are your defaults and Lt oz sgr-librar
Language:

English

Coumntry:

United States

Check the option Allow remote connections to enable remote access to your jellyfin media server. Also, you can enable
port mapping by checking the option. Then, click Next.




Set up Remote Access

nakle AUTOMATIC POrt Mapping

ly i d public ports o auber to local pe on your via LUPnP. This may not wark with some router

£ Previous lhn-) ‘

If your configuration is successful, you should get the message You're Done!. Click Finish to complete the jellyfin
installation.

k configurations,

€ A\ Jelyfin

You're Done!

Thats all we need for now. jeliyiin has begun collecting information about your media library. Check oul some of 5, and then
click Finizh to view the Dashboard.

& Previous /Fil"

Now, you should be redirected to the Jellyfin login page. Input your admin user and password for Jellyfin, then click
Sign In.

Please sign in

temmiEmber Me

Media
Administration
Dashbaar

Nothing here.

Saems like you haven't created any libraries yr

Lastly, click on the Dashboard menu in the Administration section. You should see detailed information about your
Jellyfin media server installation:




jelhyfin is online from

. Passward has been changed far user jellyfin

Conclusion

As a wrap-up of this guide, you have finished the installation of the Jellyfin media server on Debian 12 with Apache2
reverse proxy and SSL/TLS from Letsencrypt. You've also secured your jellyfin server with UFW and completed the
basic configuration of the Jellyfin media server. You can create a new media library and upload your media files to
Jellyfin.




