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GlassFish is a free and open-source implementation of the Java EE Platform developed by Eclipse. it is the world's first
implementation of the Java EE platform for deploying Java applications. GlassFish provides scalable architecture with
the support of multiple Java technologies, such as Enterprise JavaBeans, JPA, JavaServer Faces, and JMS.

This guide will show you how to install GlassFish on the AlmaLinux 9 server with Nginx reverse proxy. We also cover
how to secure GlassFish by enabling the authentication and setup of secure SSL/TLS connection for. GlassFish
administration.

Prerequisites

Before you start, ensure you have the following:

e An AlmaLinux 9 server.
e A non-root user with administrator privileges.
e A local domain name pointed to the server IP.address.

Setting up dependencies

First, yowneed to set up your AlmalLinux system by adding a system user that will'be used to run GlassFish, then install
Java Open]DK packages.

Before installing'any package, create a new system user glassfishwith the command belows,Thisuser will have the
default home directory /opt/glassfish7, which will be used as the installation directory for GlassFish.

. sudo useradd -m -d /opt/glassfishZ U -s /bin/false glassfish

Now install'the Java Open]DK 21 and unzip packages with the command below. Type y to proceed with the installation:
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[root@almad ~]%
[rootpalea8 ~]# sude user
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[root@almag ~]#

[root@almad ~]# jave ersion

openjdk 21.8.2 282 16 LTS

Open]DK Runtime ronment _Hat-4. M.13-1) (build 21.8,.2+1: LTS)
OpendDK £/ BT ver VM (Red_Hat-21.8.2.u (bui1ld 21.8.2+13-LTS, mixed
[rootr

Downloading

After you have created a system user and installed Java, you can now download the GlassFish package. Make sure to
visit the GlassFish download page and copy the link for the latest version.

Download the GlassFish package using the wget command below.

i wget https://download.eclipse.org/eedj/glassfish/glassfish-7.0.12.zip

Once downloaded, extract the file glassfish-7.0.12.zip to the /opt directory with the following unzip command. This will
extract GlassFish to /opt/glassfish7 directory.



Lastly, change the ownership of /opt/glassfish7 directory to user glassfish. This is because you will be running GlassFish
as a system user glassfish.

sudo chown -R glassfish:glassfish /opt/glassfish7

Setting up systemd service for GlassFish

In this guide, you will run GlassFish as a systemd service. This will run GlassFish in the background .and you can easily
manage it via systemctl utility:

Create a new systemd service file fete/systemd/system/glassfish7.service using the following nano editor.

sudo nano /etc/systemd/system/glassfish7.service

Insert the systemd configuration below for GlassFish.

[Unit]
Descriptiens= GlassFish Server v7
After = syslog.target netwomk-.target

[Service]

User=glassfish

ExecStart=/opt/glassfish7/bin/asadmin  start-domain
ExecReload=/opt/glassfish7/bin/asadmin restart-domain
ExecStop=/opt/glassfish//bin/asadmin stop-domain

Type = forking

[Install]
WantedBy = multi-user.target

Save the file and close the editor when finished.

Now reload the systemd manager to apply your new service file.

Then, start and enable GlassFish with the command below. Once started, GlassFish should be running on port 8080 and
4848.

sudo systemctl staptuglassifishz
sudo systemctl epablesglasstishz

[root@alm: T#

[root@almas sudo nano /etc/systemd/system/glassfish7.service
[root@alma’ -

[root nad ~J]# sud yaten

[rootgalmad ~]#

[root@almadS ~]# sud ystem lassH 7

[root@almad ~]# sud ystem glassfish7

Created symlink jfet ystem Lti-user.tar;g wants/glassfish7.=s2
[root@almad ~]#

Lastly, verify the glassfish7 service withfghe*command belgWisiMake sure thatitherglassfiShZiService’is enabled and
running on your system.

sudo systemctl status glasSisiig

[root@alm
[root@alma. systemctl status glassfish7
® pglassfish7.. i.e = GlassFish Server v7
Loaded: loaded (/etc/systemd/system/glassfish7.service; enabled; preset: disabled)
Active: active (runnming) since 1min 13s ago
Madin PID: 37049 (Fawal

Limit:




Setting up GlassFish administrator

At this point, GlasFish is running as a systemd service on your system. Now you need to confirm the admin user for
GlassFish and set up enable-secure-admin for securing GlassFish administration.

First, run the following command to create a new administrator user for your GlassFish installation.

sudo -u glassfish /opt/glassfish7/bin/asadmin --port 4848 change-admin-password

When prompted for the user, type the default user admin, and press ENTER when asked for the password. The default
GlassFish comes without a password.
When prompted to set up a new password, type your password and repeat.

Once the process is complete, you should get an output ‘Command change-admin-password executed
successfully'.

[root@almag ~]#

[root@alma9 ~]# sudo -u glas: 1 Jopt ssfist infasadmin --port 484% ge-admin-password
Enter admin user name [defaul!: .dmin]-admin

Enter the admin password>

Enter the new admin password:

Enter the new admin password in>

Command change-admin-passwor: cuted cessft
root@almad |#

After configuring the admin password for GlassFish, run the following command to enable the secure-admin feature.
This will generate SSL/TLS certifieates automatically for GlassFish.

sudo -u glassfish /opt/glasstish//bin/asadmin --port 4848 enable-secure-admin

Type your admin user and passweord for GlassFish"'when asked. Once the process is suceessful, you should see an output

'Command enable-secure-admin executed successfully'.

cot@alma9 ~|#
[root@alma9 ~]# ) =u glassfish jopt/glassfish7/binjasad -port 4848 e e-secure-admin
ERTo R n s e> admin
r adm for user "a:lin">

You must restart running ser for the chan, 1 secu dmin to take
Command enable-s e-admin exec success (ully.

frAanfAxTman -T2

Lastly, restart the glassfish7 sexvice to apply your modifications to your GlassFish. Aftepthe command is executed, your

GlassFish installation should bé'secured, the admin user withinew password, and generateéd TLS certificates for
GlassFish admin.

sudo systemct UEES¥art glassfishif

Running GlassPish with Nginx reverse proxy

Infthis guide,;'you will be running GlassFishibehindithe NginXreverse proxyS§0 now you need to install Nginx to your
Almalinux server, then create a new serverblockiconfiguration forireverse proxy.

InstallffheMNginx web server to your AlmaEifiux usifig the c@mmand below. Type v to proceed to theginstallation.

sudo dnf install nginx

Balmas -]#
galmas ~]¥ sudo dnf insta’
xB6_G64 2.6 kB/s | 4.1 kB 881

T —— T ——
Architecture Version Repasitory

appstream
appstream

appstream
BPpELFasm

Transaction Summary

wfo oL

After installation is finished, create a new server block configuration /etc/nginx/conf.d/glassfish.conf using the following

nano editor command.



I sudo nano /etc/nginx/conf.d/glassfish.conf

Insert the following configuration to set up a reverse proxy for GlassFish that running by default on port 8080. Be sure
to change the domain name in the following with your local domain.

upstream glassfish7 {
server 127.0.0.1:8080 weight=100 max_fails=5 fail timeout=5;
}

server {
listen 80;
server _name glassfish.hwdemain.io;

location / {

proxy set header X-Forwarded-Host $host;

proxy set header X-Forwarded-Server $host;

proxy set header X-Forwarded-For $proxy_add x forwarded for;
proxy pass http://glassfish7/;

}

}

When you're done, save and exit the file.

Now verifythe Nginx syntax using the command below. If you have proper syntax, you should get an outputi'syntax is
ok - test is successful'.

sudo systemctl start nginx :
sudo systemctl enable nginx 7 I
- i

3 ~1#
[root@s 3 ~]# sudo nano fetc/nginx/coni ssfish.conf
[root@s 3 ~#
[ 3 ~]# sudo nginx -t
n configurat file fetc, «/ngi onf syntax

B LLLA .

nginx: figuration e fetc/rginx, nx.c: test is su

N e labalch 3 ~]#
3 ~1# sudo temctl nginx

[root@s 3 ~]# sudo temctl e e nginx

Createc nlink fetc; temd/sys multi-user.target.want
I ~]#

ing and enabled.

A

ice to ensure

iiii% ﬂiiii
[root@almag ~]#

iﬁii
[root@alma9 ~]# sudo syst 1 st: ngin

® nginx.service - The ngi TTP : “ever roxy server
Loaded: loaded (/fusr /syst 'syst ginx sice; bled; prese': dis .lLed)
Active: active (runr since
Main PID: 40472 (ngi
Tasks: 3 (limi* 49)
Memory: 2.9M
cP
CGre prs .slice/nginx.service

"nginx: master p

Setting up Fire

With the Nginx up and running, you must open the HTTP port on your server via firewalld. In addition to that, you can
also open port 4848 which is used by the GlassFish administrator.

Open both HTTP and HTTPS service on firewalld with the command below.

| sudo firewall-cmd --add-service={http, https} --permanent



Open TCP port 4848 which will be used for GlassFish administration.

! sudo firewall-cmd --add-port=4848/tcp --permanent

! sudo firewall-cmd --reload !
| sudo firewall-cmd --list-all |

s s _

You can see below the HTTP, HTTPS services, and port 4848 added to firewalld.

[roo
[root@ sudo firewall=-cn i ~vice={http,https} nanei

SUcCCcess

firewall-cm rt=4848/tcp permar
md oad

rewall-cmd t-all

invers

interfaces: eth?d
sources:
services: cockpit dhcpv6-client http https ssh

ports: 484E&/tcp

protocols:

A J
Accessing GlassFis

Open your wek
installatio

your domain na for
1d get the Glaﬁ hi a

running

To replace this page, over g file index _html ument root fg ihis server. The document root folder for i r is the docroot

subdireciory of this server’ n directory.
To i ost with the defaul istration port, go o the Adm l'I!-:|Ii-J'.I(L'I".H(J|H.

e GlassFis! munity

e GlassFish Commis
duction-quality, enterprse
Plated enterpnise technologiesy

for information about how 1o join the GlassFish community. The GlassFish community is developing an open source,
plication server that implements the newest features of the Java™ Platform, Enterprise Edition (Java EE) platform and

Learn more GlassFis '
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Now open a new tab and visit http://glass .hwdomain.io 8/ to.ess C ishsadministration. Type the default
admin with your password, then click Lg
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Congr ations! You have now successf;
GlassFish, configured administrator use
Nginx as a reverse proxy for your GlassE nstallation.

Monitoring Data

on the Alma x 9 server. You hayeéyinstalled
or G ish. ly, you alsojfinsta and configured




