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Zabbix is a free and open-source monitoring solution for IT infrastructure such as networks, servers, virtual machines, and cloud services. Its core is written in C and Java with the frontend
written in PHP. The front end provides a web-based interface to track and monitor metrics such as network utilization, CPU load, disk space, etc., and send notifications based on customized
triggers.

Zabbix operates as a Client/Server model. The clients or agents available for various operating systems contact the server to send the data. For systems without an agent, Zabbix provides the
option of using generic monitoring protocols such as Simple Network Management Protocol (SNMP) or Intelligent Platform Management Interface (IPMI).

In this tutorial, you will learn how to install the Zabbix Server and client on a Rocky Linux 9 server.

Prerequisites

* Two servers running Rocky Linux 9 on as the server and the other one will be the client which we will monitor using the server.
* A non-root user with sudo privileg

o A Fully Qualified Domain Name (F mple. com pointing to your server.

* An SMTP account with an email se S or Mailgun.

» Everything is updated.

: § sudo dnf update

* A few essential packages are required for the tutorial and Za erver to.ome of ill alre. on your server.

'\ $ sudo dnf install wget curl nano unzip yum-utils policycoreutils-p)

Step 1 - Configure Firewall

The first step i nfigure the firewall. Rocky Linux uses Firewa ewall. C he fire

Vv

$ sudo
runnin

erent zones, and the public zone is the

-list-services

H cockpit dhcpvé-client ssh
Open ports 10050 and 10051 are required by the

$ sudo firewall-cmd --ad
Allow HTTP and

-add-servi
-add-ser

public
target: default
icmp-block-inversion: no
interfaces:
sources:
services: cockpit dhcpvé-
ports: 10051/tcp 10050/t
protocols:
forward: yes
masquerade: no
forward-ports:
source-ports:
icmp-blocks:
rich rules:

Reload

enable the changes.

Linux to permissive mode

0 work in permissive mode. In this mode, SE on't blo proces: ill log everything to set up SELinux rules.
$ sudo setenforce 0 && sudo sed -i 's/"SELINUX=.*/SELINUX=permissive/q"' inux/config

Check the SELinux status.

$ sestatus

'\ SELinux status: enabled
SELinuxfs mount: /sys/fs/selinux
SELinux root directory: /etc/selinux

- Loaded policy name: targeted
Current mode: permissive
Mode from config file: permissive
Policy MLS status: enabled

| Policy deny unknown status: allowed
Memory protection checking: actual (s
Max kernel policy version: 33

Step 3 - Configure Nginx a P repository

Zabbix package will automatically install PHP and Nginx. But it will grab older versions of them. Therefore, we need to make sure the process installs the latest available version.

Create and open the file setc/yum. repos.d/nginx. repo for editing.

' $ sudo nano /etc/yum.repos.d/nginx.repo

Paste the following code in it.

[nginx-stable]
name=nginx stable repo

baseurl=http://nginx.org/packages/centos/$releasever/$basearch/ H
gpgcheck=1 i
enabled=1

gpgkey=https://nginx.org/keys/nginx_signing.key

module_hotfixes=true



[nginx-mainline] 1
name=nginx mainline repo 1
baseurl=http://nginx.org/packages/mainline/centos/$releasever/$basearch/

gpgcheck=1

enabled=0

gpgkey=https://nginx.org/keys/nginx_signing.key H
module_hotfixes=true

Once you are finished, save the file by pressing Ctrl + X and entering Y when prompted.

Enable the Nginx mainline repository.

i R
i $ sudo dnf config-manager --enable nginx-mainline

Next, we need to configure the PHP repository.

The first step is to grab the Epel repository

$ sudo dnf install epel -release -y

Next, install the Remi repository.

$ sudo dnf install https://rpms.remirepo.net/e
Check for available PHP streams.

.\ $ dnf module list php -y
Name Stream Profiles
- php 8.1 common [d], devel, minimal ripting

" Remi's Modular repository for Enterprise Linux 9 - x86 64

Name Stream Profiles
. php remi-7.4 common [d], devel, minimal ripting language
php remi-8.0 common [d], devel, minimal ripting language
php remi-8.1 common [d], devel, minimal ripting language
php remi-8.2 common [d], devel, minimal ripting language
- php remi-8.3 common [d], devel, minimal ripting

Hint: [d]efau ejnabled, [x]disabled, [i]nstalled

The def: At the time of vﬂng this tutorial, Zabb ompatib 8 refore, i 8.2 repository. Th ersion of Zabbi P 8.3 so
you ca Zabbix version is 6.0.26 or above

$ sudo v
$ sudo a :remi-8.2

Now, we can proceed v

Step 4 - Install

ing Zabbix.

Zabbix packages are provided by default in the E epository. Before proceedi our installation, to disable them. Open thi
following line under the /epet section.

um. repos. d/epel. repo for editing and add the

lepel]

| excl udepkgs=zabbix*

Save the file b trl + X and entering ¥ prompted.

abbix's on i ut we will stick t the LTS (Long-term support) release which is much more or a production er

S reposito:

h https://repo.zabbix.com/zabbix/6.0/rl 6 64/zabbix-release- .noarch. rpm

$ sudo dnf clean a

Install Zabbix server, frontend, and agent. We wi
server then you will need to i

sing the PostgreS! the zabbix-web-pgs age. If you are using MySQL/MariaDB/Percona

. $ sudo dnf install zabbix-, Ix-nginx-conf zabbix-s

Step 5 - Ins d Configure greSQL

Zabbi works with eSQL 13 and above. Rocky L P eSQL 16 for our tutorial.

Vv

Install repository RPM fil
! $ a ps://download.postgresql.org/pub/repos/yum/repo 9-x86_64, dhat - rep .noarch.
greSQL module.
disable pastgresql

Now, you can install PostgreSQL using the command below.

Initialize the database.

| $ sudo /usr/pgsql-16/bin/postgresql-16-setup di
Enable the PostgreSQL service.

H $ sudo systemctl enable postgresql-16
Start the PostgreSQL service.

. $ sudo systemctl start postgresql-16

Check the status of the PostgreSQL service.

J U . e S A e e L S S S l lE .,

' $ sudo systemctl status postgresql-16
focr? postgresql -16.service - PostgreSQL 16 database server
3 loaded (/usr/l.lb/systemd/system/postgresql -16.service; enabled; preset: disabled) i
Actlve.' active (running) since Thu 2024-01-18 14:54:46 UTC; 10s ago 8
i Docs: https://www.postgresql.org/docs/16/static/
! Process: 3407 ExecStartPre=/usr/pgsql-16/bin/postgresql-16-check-db-dir ${PGDATA} (code=exited, status=0/SUCCESS)
H Main PID: 3412 (postgres)
Tasks: 7 (limit: 24694)
Memory: 17.4M

CPU: 117ms
CGroup: /system.slice/postgresql-16.service
773412 fusr/pgsql- 16/b1n/pustgres -D svar/lib/pgsql/16/data/
¥ 773413 "postgres: logge
i 773414 "postgres: chsckpoznter “



773415 "postgres: background writer " i
773417 "postgres: walwriter "

773418 "postgres: autovacuum launcher "

773419 "postgres: logical replication launcher "

H $ sudo -u postgres createuser --pwprompt zabbix

You will be prompted for the password.

. Enter password for new role:
- Enter it again:

Create the Zabbix database.

$ sudo -u postgres createdb -0 zabbix zabb

Import the Initial schema and database n be prompted for your password

: $ zcat /usr/share/zabbix-sql-scripts/postgresq

This process can take a couple of minutes to finish.

Open the file /etc/zabbix/zabbix server.conf for editing.

| $ sudo nano /etc/zabbix/zabbix_server.conf

Find the variable pBrassword, uncomment it by removing the hash (# ont of it, and setting if e to the password chosen i evious step.

H DBPassword=psqlpassword

Save the file ing Ctrl + X and entering Y when prompted.

ix server and aﬁ services.

Start a:

$ sudo

-server zabbix-agent --now

Step 6 e PHP

Zabbix installs PHP and iguration files which we will use. However, we need before we can use them.

First, we need to open setc/php -

$ sudo nano /etc/php-fpm.d/zabbi.

Change the values of user ginx as shown below.

| user = nginx
o group = nginx

This is bec

e are using Nginx from it: al repository, it runs under nginx user and not apache which i

e distribution co ginx runs under.

any ot -relate ny custom defini Ctrl + X and en

ble the PHP- service.

ctl enable php-fpm

- In

r that. Since Rocky
ep 3, we can di

inux doesn't ship , install the Snapd installer. It requires the

We need to install Certbot to generate the SSL ci
i move ahead.

EPEL (Extra Packages for Ente e Linux) repo

to work. But sinc

Install Snapd.

i $ sudo dnf install -y si

Enable and Start t! service.

H $ sudo systemct. napd - -now

Insta
&& sudo snap refresh core

Crea s for Snapd to work.

. $ sudo ln -s /var/lib/snapd/snap /snap
$ echo 'export PATH=$PATH:/var/lib/snapd/snap/bin' | sudo tee -a /etc/pro snapd. sh

Install Certbot.
$ sudo snap install --classic certbot

Use the following command to ensure tha d can be run by creating a symbolic link t

I $ certbot --version
certbot 2.8.0

Run the following command to generate an SSL Certificate.

: $ sudo certbot certonly --nginx --agree-tos --no-eff-email --staple-ocsp --preferred-challenges http -m name@example.com -d zabbix.example.com

The above command will download a certificate to the /etc/tetsencrypt/iive/zabbix. example. com directory on your server.

Generate a Diffie-Hellman group certificate.

: $ sudo openssl dhparam -dsaparam -out /etc/ssl/certs/dhparam.pem 4096
Check the Certbot renewal scheduler service.

f H
i $ sudo systemctl list-timers



You will find snap. certbot. renew. service as one of the services scheduled to run.

NEXT LEFT LAST PASSED UNIT ACTIVATES

Sat 2024-01-20 10:04:02 UTC Imin 32s left Sat 2024-01-20 08:52:11 UTC 1h 10min ago dnf-makecache.timer dnf-makecache. service

Sun 2024-01-21 00:00:00 UTC 13h left Sat 2024-01-20 00:0 UTC 16h ago logrotate. timer logrotate.service

Sat 2024-01-20 21:13:00 UTC 11h left Sat 2024-01-20 08:19:11 UTC 1h 43min ago snap.certbot.renew.timer snap. certbot. renew. service

Do a dry run of the process to check whether the SSL renewal is working fine.

$ sudo certbot renew --dry-run

If you see no errors, you are all set. Your certificate will renew automatically.

Step 8 - Configure Ngin

d code for redirecting HTTP links to

Zabbix installs a default Nginx config to edit to add the code for enabling SSL certificates. We also need to change the tisten po

HTTPS.

Open the file /etc/nginx/conf.d/zabbix. conf

$ sudo nano /etc/nginx/conf.d/zabbix.conf

Edit out the code so that the file looks like the following.

. server {
listen 443 ssl;
listen [::]:443 ssl;
http2 on;

root /usr/share/zabbix;
Index index.php;

access _log /var/log/nginx/zabbix.access.log;
error log  /var/log/nginx/zabbix.error.log;

ssl_ce, /etc/letsencrypt/live/zabbix.example.com/fullcha
etc/letsencrypt/1ive bix.example.com/privke)
/etc/letsencrypt, /zabbix.example. com/cha.

lozSSL :10m;

v1.3;

on;
ssl c. 28-GCM-SHA256 : ECDHE -RSA -AES.
ssl_ecdh’ 6v1:secp384rl:secp521rl;
ssl_stapling on;
ssl _stapling verify oi
ssl_dhparam /etc/ssl/ce

CM-SHA256 : ECDHE - ECDSA -AES256 - GCM- SHA384 : ECDHE -RSA-AES256 - GCM- SHA384 : ECDHE - ECDSA - CHACHA20- : ECDHE -RSA - CHACHA20- PO, M- SHA256 : DF.

location = /favicon.ico {
log not_found  off;

location / {
try files $uri $uri/ =404;

location /assets {
access log off;
expires 10d;

location ~
deny.

pi\//col include/
a

5 it _path_info ~(.+\.php)(/.+)$;
index  index.php;

fastcgi _param  DOCUMENT ROOT  /usr/share/za
fastcgi param  SCRIPT NAL hare tcgi script name;
fastcgi param  PATH_ tcgi_script_name;

include fastcgi para
i QUE =

R HOD ~ $request_met

PE $content_type
ENGTH $content_leng

out
size

fers size
e write size 256k;

bix.example.com;
tps://$host$request uri;

Once finished, save the file by pressing Ctrl + X and entering Y

Open the file /etc/nginx/nginx. conf for editing.

$ sudo nano /etc/nginx/nginx.conf

Add the following line before the line in d/*. conf;.

e B B NUI SO R A

server _names_hash bucket size 64;
Save the file by pressing Ctrl + X and e
Verify your Nginx configuration.
 §$ sudo nginx -t

Start and enable the Nginx service.

Step 9 - Access Zabbix Frontend

Before installing the Zabbix frontend, set the permission on the /etc/zabbix/web directory so that Nginx can access it.

© $ sudo chown -R nginx:nginx /etc/zabbix/web
'




Open the URL https://zabbix. example. com in your browser and you will get the following screen.

Welcome
Check of pre-requisites
Configure DE connection
: Welcome to
Pre-installation summary L]
N Zabbix 6.0
=
Default language | English (en_US) vl

bbix 6.0.25) 3, Zabbix S

Click the Next step button to finish installing Zabbix. The next pa cks for system requir s and if they are all satisfie

of pre-re

PHP option “post_max_size”™

ra-installation summary PHP option “upload_max_filesize”

Instal PHP oplion “max_exec - o i

instring func_overioad™

ssue, click the Next step button to ed. Next, you will i heck the Databa S encryption option since we haven't

ZABBIX

Welcome

onfigure DB

lease create daiabase rs for
se. Prass “Next i

Database type

Check of pre-requisites
Configure DB connection
Settings

Pre-instaliation summary

Install

Zabbix 6.0 25.

Press the Next step button to proceed. Enter the name of obix server. I ever op onfigured, it will be displayed in the me: and page titles.




ZABBIX Settings
-

. Default time zone |(Urc-o§:3u].\s-n<um v
Check of pre-requisites
Configure DB connection Bateuti thame
Setings
Previnstallation summary
Install

Zabbix Si

Press the Next step button to proceed. You will be asked to confir

ZABB allation
P onfiguration 2 i step” butto
' ct iration paral
co
Settings
Pre-installation summary Database name:

1stall Database user zabbix

Database password **++++*

~' | &

Zabbix 6.0.25. @ 2001,

is okay, press the Next step butto: ceed. You should message informin i on is successful.

ZABBIX stall

Weicome

(Checlc of pre-requisites

Configure DB connection
Setlings
Pre-installation summary

installed Zabbix

Install

frontend.

file " conf.php” created.

Zabbix 6.0.25.

Click the Finish button to complete the process. You will be e login



ZABBIX

Usemame

[romin |

Password

|v| Remember me for 30 days

The default username is Admin and the password is zabbix. Ente

Glob

Favorita graphs

Step 10 - Confi

Enable the HTTP o connect to Zabbix.

nect zabbix

0 connect. e TCP

-P zabbix_can_network on

ool

v $ sudo setsebool -P daemons_enable cluster mode on
Create a custom SELinux policy package using

i $ sudo grep "denied.*zabbix 2allow -M zabbix pol

HAAAAKATSAAAAFAAFFEE TMPO)

To make this policy packa , execute:

. semodule -1 zabbix poli

Install the custo: x policy package created.

$ sudo s

Ru: !!!!I

ix policy.pp

eck for database

g9/audit/audit. log

It will's ot of rules to apply.

Run the following commands.

$ sudo ausearch -c 'php-fpm' --raw | audit2allow -M my-phpfpm
'\ $ sudo semodule -X 300 -i my-phpfpm.pp

$ sudo ausearch -c 'zabbix agentd' --raw | audit2allow -M my-zabbi

$ sudo semodule -X 300 -1 my-zabbixagentd.pp

Apply the policy to allow Nginx to give access to Postg

$ sudo setsebool -P httpd can network conne

Apply the policy to allow connections

Set SELinux to enforcing mode.
$ sudo setenforce 1 && sudo sed -1 's/"SELINUX=.*/SELINUX=enforcing/q' /etc/selinux/config
Step 11 - Install Zabbix Agent on a remote system

The main job of the Zabbix agent is to gather information from the system and send it to the central Zabbix server for analysis. We will install the agent on a Rocky Linux 9 system but you can
do that on any distribution.

Step 11.1 - Configure Firewall on Remote system

Open port 10050 to allow the Zabbix agent to connect to the server.



"t
w9

udo firewall-cmd --add-port=10050/tcp --permanent --zone=public
udo firewall-cmd --reload

Step 11.2 - Install Zabbix Agent

You need to repeat step 4 except the last install statement. That means, editing the /etc/yum. repos. d/epel. repo file and add the following line in the /epets section.
E [epel]

| excludepkgs=zabbix* |
L :

Next, install the Zabbix repository and clean the RPM cache.

' § sudo rpm -Uvh https://repo.zabbix.com/zabbi

86 64/zabbix-release-6.0-4.el9.noarch. rpm
© $ sudo dnf clean all

Install the Zabbix agent.

$ sudo dnf install zabbix-agent

Step 11.3 Configure Zabbix Agent

Zabbix supports certificate-based encryption but for the sake

icity of this tutorial, use pre-shared keys(PSK) to se ection between the server and agent.

Generate a PSK file.
$ sudo sh -c "openssl rand -hex 32 > /etc/zabbix/zabbix agentd.psk"
Show the key for copying.

| $ cat /etc/zabbix/zabbix_agentd.psk
797c84746dfe8 07785906d.

Copy will need it late'

Zabbix iguration in the setc/zabbix/zabbix-
© $ sudo

x_agentd. con

Uncomment the followi: es and update their values as shown below.

| Server=<zabbix server IP>
ServerActive=<zabbix_server IP>
HostMetadata=ZabbixLinuxClient
Hostname=zabbixclient.example.com

server and Serveractive variables. The HostMetadata vari
we will talk about later. The Hostnane item refers to tl

Put your Zabbix server's IP address as the value
auto-registration proces

be anything that you ca o identify the system. It is also used
m hostname of the Zabb

You can find out the

tion th

SConnect
e agent should connect to server or pro.
one value can be specified:

ul

d for active checks.

ared key

4 ’
ce cate

H landatory: yes,
# Default:
# TLSConnect=psk

efined (even for 'un

Next, locate the 7LsAccept se

#71‘ Option: TLSAccept

What incoming s to accept.
Multiple val specified, separated by
unen accept connections without

- accept connections secured
- accept connections secured

certificate or PSK pi s are de:

DR RH R R R HRK

tity
H e sensitive string used to identify the pre-shared ke,
. # Mandatory: no

# Default:
# TLSPSKIdentity=PSK 001

This is the PSK ID that you will use to add the host through pix web fron

Finally, locate the 7.5pskFile section and change its val ocation of the P! as shown.

### Option: TLSPSKFile
L # Full pathname of a file containing

#

# Mandatory: no
. # Default:
| # TLSPSKFile=/etc/zabbix/zabbix agentd.ps

Once finished, save the file by pressing Ctrl + X and entering Y when prompted.

Step 11.4 - Start Zabbix Agent

Start and enable the Zabbix agent service.

i $ sudo systemctl enable zabbix-agent --now

Step 12 - Add Zabbix Client to the Zabbix frontend for monitoring

‘We can add a new host to the existing defined host groups or create a new host group. Host groups allow you to categorize the types of nodes you are monitoring. To create a new host group,
open the Host groups option under the Configuration menu.



ZABBIX

Reports

9, Configuraticn

I Host groups

Add the name of the group in the box a button to create the group.

To create a new host, click the Hosts op nfiguration menu, and click t

ZABBIX <«

Fitter

tton on the top right.

onitoring

ernvices

eports

onfiguratic

Status Availability Agent encryption Info Tags

Add the hostname of the
Type Linux by Zabbix agent

inux by Zabbix ageni
Linux by Zabbix agent
Linux by Zabbix agent activi

\ . Gruumrq
nux servers
Interfaces

Linux Servers (new)

on and select it.

Similarly, type Lin:

button un- Interf;

select Agent.

Interfaces

Then add the IP address of e you are finished, ok like the following.

Tags  Macros  Inventory  Encryplion  Value mapping

Dhlsclien com

Description

Manitored by pra

onnections to host and Connections from host op
e key you generated on the agent machine before.

Next, switch to the Encryption tab. Sel tity to psk 00z which is the value we set in step 11.3 for the

variable 7LsPskIdentity before. Then set

Macros

PRI Tags Inventony  Encryplion ®  Value mapping

T o D

Connsctions from hast. || No encryplion
v|PsK
Centficate

* PSKidentity | PSK 001

PsK |

I [ cove | [ruone |

Once finished, click the Add button to finish adding the host.

You should see the new host in the list with a green label indicating that the agent is connected to the server and it is working as expected.
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e ¥
et [ e [Soe| vy [l S [ o
Temptates | 1ype ness 10 swarch seea Aoy | =
Hama | Togs. or
ons tag || Contains ] [vaiae: Femave.
® Aad
-
I (]
| Namea Tme  Toses  Graons  Decowry  Web Intsrace Frony Tempates Sl Aoy Ags encngien o Tags
sabeschent [ com lemace Tnggers2s Geaphs i Discovryd Web TB14121023090080 Ly Zasborsgent Enavies G
2 savee Il 121 Trooers 55 Graohs 24 Disconsty 4 Wb 127.001.10050 Lo oy Zabbix 98, Zseesx Ensves R

Step 13 - Configure E ions

Zabbix supports many types of notificat abbix front end, click on

Administration, and then Media types

ck, Telegram, SMS, etc. For the
ou will see two email types,

tutorial, we will configure email notifi
mail and the other one for HTML em:

ZABBIX

linistration Type

figuration

Webhook
ral

Webhook

User roles Event-Driven Ansible Webhook  Enabled

" Express.ms Webhook Enabled

] OO

Media types Webhook  Enabled

Click on the Email (HTML) op he following page.

dia types

fiatype  Message templates 5 Options

\

_emaib-smm,us-wﬁt-z

Usemame and password
h

e I ——

Message format Iﬁi! I Plain texi

Update
on SES vice. Click date 1;.nce fin;
create a popup. Fill i email and clis

e "Email (H'
Media type test sul

Send to ‘ name@example com

Enter your SMTP server details. For our tutorial, we are using the

page. Click the Test button on the page to test the email setting: a test ema

Subject ‘ Test subject

Message  This is the test message from Zabbix

You should see a successful message on the popup notifying that it worked fine and you should get the following email in your inbox. Close the popup by clicking the Cancel button.

ou will en back to the Media types



Test subject »

o nne

This is the test message from Zabbix

Step 14 - Create a new user

The default Zabbix user is not configured to receive any sort of notification. While we can do so, the default user is also unsafe to use. The best option is to create a new user and then disable
the default user.

Visit the Administration >> Users sectio and click the Create user button on the top right to open the following page.

31X Sl Users

User  Media  Permissions

* Useman)

Last nar

* Groups

Configuration = .

3 Adminis

datory for non internal authentication type.

eneral _— v.n
C+05:30) Asl

-

* Rows per page

URL (after login)

Fill in the user details. Select Z ick the Add button and sele

s as the user group. Once fini

ers

er Media Permissions

Media !emﬁu

Status Aclion

* When active

Use if severity

v| Average

|¥| High

|v| Disaster

. bix 6.0.25. 23, Zabbix SIA

o0 add tl il optio , switch to the Pe:

ess in the Send to field and click the Add b

tab and click the Select button to add the Super admin role.




Users
User Media 1 Pemissions
I
Usertype  Super admin
Permissions  Host aroup Pemissions
A groups Read-wiite
Permissions can be assigned for user groups only.

Access to Ul elements
IO 0o | Prticns ot | Lotesttta | Mops] Dieover
LA Senvices | Senice actions | SLA | SLA report
LI < e icmaicn  schcsied rapots | Avaiaity repor | Tggen o 100 uc | Ackn ]
[ oumcanons

Inventory [

(L TEEAN Host groups | Actions
Adminstration P ser roles | Media types | Sciipts |

Access to

its access 1o services [

5 to services

modules
moduies for

Access 1o AP

p actions
edil dashboar d edit maps dit mainicnan

ity | Acknowi:

' Trepo .

Click t! ish adding the user. Next, you need t
Disable te the user. This will disable the default user from being used.

er's page. Click the Admi

Step 15 - Send st alert

By default, Zabbix tracks the e on the server. It detects all disk

h allows Zabbix to send noti
tions and click the Dis:

The first step is to enable the noti
work. Visit Configuration >> Actions >> Trig

rs. Zabbix has the default
d as shown.

ured. We need to enable it to

Trigger actions v

9

Ao prtiems o Zatets st

-

, log in to the Zab ate a file large enough ger a disk usa

First, determine the free space on the server.

C$.df -h
Filesystem
devtmpfs
tmpfs
tmpfs

i 7% /run

. /dev/vda2 13% /
/dev/vdal 3% /boot/efi
tmpfs oM 1% /run/user/1001

This shows we d 78 GB of free space. Nex pace. It is enough to trigger the alert.

p/temp.img
ain.

s d
i Fil8 ed Avail Use% Mounted on
devtr 0 4.0M 0% /dev
tmpfs 0 2.06 0% /dev/shm
. tmpfs ’80M  54M 726M 7% /run
. /dev/vda2 946 866 3.96 96% /
/dev/vdal 260M 7.0M 253M 3% /boot/efi
tmpfs 390M 4.0K 396M 1% /run/user/1001

Zabbix will trigger an alert about the disk space and send a: regardi l will look like the following.

Problem: /: Di ace is critica

tome v

Problem started at 11:57:15 on 2024 01 23

Problem name: /- Disk space is critically low (used > 90%)
Host: zabbixclient. .com

Severity: Average

Operational data: Space used: 85.55 GB 0f 93.43 GB (95.73 %)
Qriginal problem ID: 217

You can also check the dashboard for the alert which should appear within seconds.
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Delete the temporary file when you are done.

$ rm -f /tmp/temp.img

You should receive another email notifying you that the issue has solved.. .

Resol 9m Os: /: Disk spa¢ ritically low (used > 90

0 tome *

Problem resolved 5 on 2024,

' Problem isk space low (used

Pro

e
Original problem ID: 217

Step 16 - Con Auto registration for Linux Nodes

abbix frontend allows you ts sing Auto registration.

When you have to add multip: ix server, the process can become

the Create action button

ZABBIX « "

Fitter 7

Visit Actions >> Autoregistration actions and

nitoring

. S

Inventory

Reports

playing 0 of 0 found
Configuration

H roups
Templates
Hos

Maintenance

ry actions

Autoregistration ac

Once 0 en, give a name (Auf istration of L ) '

condition and ch ost me e opera nd Linux as the value.

elow Conditions ti

conditio

Tyee [

perator matches! 1ot match

= Value | Linux|

he following. .

bn  Operations

[
Click Add to proceed and the create action page should

ons

A Host metadata contains Linwx Remove

* Name [ Auto registration of Linux servers

4

Conditions

Label Name Action

Add

Enabled

* Al least one operation must exist.

Click the Operations tab, select Add to host group as the Operation, and select Linux servers as the Host groups. Click the Add button to finish.



Operation details

Operation | Add to host group ~
ML= T Linux servers X ‘l Select I

type here to search

If you want to use PSK encryption, you can configure that as well. Visit Administration >> General >> Autoregistration menu and enable both encryption options. Enter a PSK ID and a PSK
key created on the Zabbix server. You can use this PSK ID and key on every node and they will be encrypted using these values.

Autoregistration v

Encryption level [v| No encryption
| sk

* PSK identity | ZBX-AGENIES

“PsK a7 [30cb70d27 3M98bfbclcal? 17c030e89509 148

Zabbi 6. 023, Zabbic SIA

From here e you install and configure the Zabbix age Linux si it will a tically b ed to the ix front end.
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