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Capture 1

Teleph. reless

HEEXX

File Edit View Go Capture Analyze Statis
AR e [ BRERe==
H ==1and ack ==0|
Time Source

B ~] Expression... | +

351.613329 67.203.102.117 ] Seq=@ Win =120 [TCP
351.614781 = 52.27.161.215 Seq=@ Win =120 [TCP
351.615356  209.92.25.22 @ Win =120 [TCP

351.615473 149.221.46.14 in=64 Len=12@ [TCP

351.616366 192.183.44.102 192.168.1.159 174 16247 » 8@ [SYN =64 Len=12@ [TCP
51.617248 152.178.459.141 192.168.1.159 174 16532 - 80 [SYN] Seq 4 Len=12@ [TCP
518294 2@83.98. -133 192.168.1.159 174 16533 = 8@ [SYN] Seq 4 Len=128 [TC
88! 5.48.48.185 192.168.1.159 174 16718 » 80 [SYN] Seq=@ 64 n=128
2709... 29.251.74 192.168.1.15 74 17009 -+ 8@ [SYN] Seq=-4 U

2709.. 35 7.85 192.168.1 17384 » 80 [SYN] Seq=@

2709.. 351.621398 5.131 192.168. 7599 - 8@ [SYN] Seq=@ 4 Len=12@ [TCP segment

2709.. 351.622245 192.168.1. TCP 7874 = 80 [SYN] Seq-@ 4 Len=12@ [TCP segment
29 192.168.1.159 TCP 8168 > 80 [SYN] Seq=@ 120 [TC
192.168 : B448 » 80 [SYN] Seq=@ e [TCl

192.168 6 + 80 [SYN] Seq=@
U P
—TirewWa

8 [TC

180920113955_a11540.]

d text data: text/
PE html PUBLIC "-//W N D/xhtmllsstrict.dtd">\r\n
1 xmlns="http .w3.org

thead>\r\n . '

ta http-equiv= t-Type"” conte
tle>4@1 - Non autoris€: accfs r alides.</title>\r\n
le type="text/css">\r\n
--\r\n
body{margin:@;font-size:.7em;font-fam: rdana, , Hel
fieldset{padding:@ 15px 1@px 15px;} \
hil{font-size:2.4em;margin:@;color:#FFF n .
h2{font-size:1.7em;margin:8;color:#C \rin
h3{font-size:1.2em;margin:18px @ @
#header{width:96%;margin:® @ @ @

background-color:#555555; }\r\n
#content{margin:@ © @ 0

.content-containe

, sans-serif;bac t#EEEEEE; }\r\n

1#000000;
g:6px 2%

buchet MS", Verdana, sans-serif;cao

FFF;\r\n

lative; F\r\n
swidth:96%;margin-top:8px;padding:1@px

r\n
==>\r\n
</style>\r\n
</head>\r\n
<bodv>\r\n

¢ Que représente le contenu de cette trame ?
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Capture 3

» [Expert Info (Chat/Sequence): GET / HTTP/1.1\r\n]

Request Method: GET

Request URI: /

Request Version:
Accept: application/x
Accept-Language: fr-FR
User-Agent: Mozilla/4.@
Accept-Encoding: gzip, deflate
If-Modified-Since: Sun, @3 Apr 2022 18:47:8
If-Hone-Match: "15ab47294347d81:0"\r\n
Host: 192.168.2.1\r\n
Connection: Keep-Alive\rin

¥ Authorization: Basic ¢Gllenl101BhICR3b3DK\r\n .

Credentials: pierre:PaSuord

@ jpeg, application/xamltxml, image/gif peg, application/x-ms-xbap, */*\r\n

Windows NT 6.1; WOW64; Trident Iii R 2.0.50727; .NET (LR 3.5.30729; .NET CLR @ r PC 6.8)\r\n

el est lvnavigateur

elle est ’authenti

ve-t’on des informations sensibles ?

Cap

pture avant s

v Ethernet II, Src: Pcs
> Destination: PcsCo

:68:fe (08:@ 67:68:fe)

v Internet Protocol Ve
@188 .... = Versio

> Di

ength: 539
ification: @xé

ags: @x4@, Don't

..0 0oO0 GODO PeRO =

Time to Live .

Protocol: TC

ader Checksum: @x7353 [valid

Header checksum status: Unve

Source Address: 192.168.2.3

Destination Address: 192.168.

» Transmission Control Protocol, S
4

>

Accept: application/x-ms- ion, peg, dion/xaml+xml, image/gif, image

Accept-Language: fr-FR

peg, application/x

User-Agent: Mo patible; MSIE 8.8; Windows nt/4.8; SLCC2; .NET CLR 2.8.58727;

Capture ap
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Ethernet II, Src: PcsCompu_96:18:98 (@8:00:27:96:18:98), Dst: PcsCompu_67:68:fe (08:00:27:67:68:fe)
> Destination: PcsCompu_67:68:fe (88:00:27:67:68:fe)
> Source: PcsCompu_96:18:98 (08:00:27:96:18:98)
Type: IPvd (@x@30@)
Internet Protocol Version 4, Src: 192.168.2.3, Dst: 192.168.2.1
e1ee .... = Version: 4
... 8181 = Header Length: 2@ bytes (5)
Differentiated Ser Field: @xe@ (DSCP: CS@, ECN: Not-ECT)
Total Length:

W

Identificatiol
> Flags: ©@x4e, g
...0 2GR eee 2 Fi t Offset: @

Time to Live:
Protocol: TCP (6
Header Checksum: @x7348 [va
[Header checksum status: Un
Source Address: 192.168.2.3
Destination Address: 192.168.2.1
Transmission Control Protocol, Src Pol

on disabled]

>

Accept: application/x-ms-applicati
Accept-Language: fr-FR\r\n

r-Agent: Mozilla/4.@ (compatibl N H i ; SLCC2;
t-Encoding”zip, deflate\r\n

>dified-Since: Sun, 83 Ap
sne-Match: "15ab47294847d8

age/pjpeg, application/x-ms-xbap,

.NET CLR 2.8.58727; .NE

e Rert

es différences dans la ¢
e Repérer les di

Capture

rotocol,
Source Port: 21
Destination Po 9159
[s
[C atio teness: C
Segment Le
ence Number:

relative sequence number

Quels ports sont utilisés lors de la connexior

De quelle application s’agit-il
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Capture 6

¢ File Transfer Protocol (FTP)
Vv 331 Password required\r\n
pde: User name okay, need password (331)
& g: Password required

directory:
o

* Que demande P’applicatif ? .

ture7 .
-

net II, Src: PcsCompu_bl:al:6¢c (@8:80:27:bl:al:6c), Dst: PcsCompu_67:68 08:00:27:67:68:
nation: PcsCompu_67:68:fe (@8:00:27:67:68:fe)
PcsCompu_blsal:6c (08:00:27:bl:al:

‘

Typ
> Interne
> Transmission Contro

20
ion 4, Src: 192.1
otocol, Src Port:

> File Transfer Proto FTP)
[ ory: ]
27 67 68 3 27 bl al 0800' ..
51 48 Z 75 1b c@ a8 2 03 c® a8 7 Q@ - wric----

9 8d 78 a2 92 13 a8 50 18 « -

p 41 53 53

Po2e |
0030
eose 6f 72 64 od 0a

ee
@@ 37 oo
1 c@
9 1b

* Quel est le mot de passe s

re 8

Destinatio Compu_67:68
Source: PcsCompu_bl:al:6c
Type: IPv4 (@x08@@)
nternet Protocol Version 4, S
> Transmission Control Protocol
> File Transfer Protocol (FTP)
[Current working directory:

hernet II, tcs(onp _bl : 27:b 6C _ p _5/68:1’: (‘:00:27:67:68:'&)
nt :@ 167:6

192.168.2.1

N

Ack: 42, Len: 13

o200 ©8 0@ 27 67 68 fe (& 27 bl al €
201e  ee 35 ee se 75 le c@ a8 @2 @3 co a8

2020 02 01 co 78 95 e2 82 13 91 50 18
¢ Quel est le nom de P'utilisateur ?

2030 40 le 3 45 52 20 7@ 69 65 72 72
2248 65 od @
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Capture 9

> Destination: PcsCompu_67:68:fe (08:00:27:67:68:fFe)
> Source: PcsCompu_bl:al:6c (©8:00:27:bl:al:6¢c)
Type: IPv4 529)
> Internet P sion 4, Src: 192.168.2.3, Dst: 192.168.2.1
> Transmissi rotocol, Src Port: 49167, Dst Port: 21, Seq: 65, A

v File Trans (FTP)

en: 22

Vv RETR /Se r\n
Request command
Request arg: /Se dp . txt

[Current working directo

39927’6;68'&

20 3e 00 92 40 00 8¢
of @@ 15 fe 55 83 9c be ¢5 9c al 5@ 18 -«
©3 @2 @@ 52 45 54 52 20 2f 53 65 63 72 ?-"--RE T
6d 64 70 2¢ 74 78 74 @d @ et/mdp.t xt--

pite se situe-t-on ?

O 4

data)
[Setup method:
[Co
': | 17 aific .

nt working ectory: ]
-based text 3 lines)
password
azerty\r
toto

88 @@ 27 bl al 6¢c @8 20 45 @0 <1+ 'gh--E-

ee 3e 10 db 40 ©e 80 o1 c@ a8 - Ay

82 @3 c5 66 c@ 10 bl : 25 18 N 1
88 @5 85 85 ee o0 73 73 77 6 ) 64 Pa

2040 61 7a 65 72 74 79 @

]
ret/mdp.

¢ Quel est fichier

¢ Quel est nu
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Capture 11

1

148 59.393688 6@ 192.168.2.3 192.168.2.1

SMTP
150 59.665645 60 .192.168.2.3 192.168.2.1 SMTP mail from
156 63.881620 658.2.3 192.168.2.1 SMTP mail from:
158 65.665684 B B.2.3 192.168.2.1 SMTP mail from:
160 68.153606 @ .2.3 192.168.2.1 SMTP mail from: s
164 68.641619 50 19 .2.3 192.168.2 SMTP
166 69.217723 2.3 192.168 F .
170 69.953676 ? 192.168
174 70.393631 60 192. 1 192.168
176 70.817663 60 192.168 192.168.

18@ 71.3@5765 60 192.168.2. 192.168.2.'% iceclie

ss sx sx ms e we ae ws ws ws as e e

AN NANNAANAANANNANNNNNAN

184 71.713647 60 192.168.2.3 1 ekl erviceclient
186 72.57771@ 6@ 192.168.2.3 1 .2.1 : serviceclient@
190 73.609671 60 192.168.2.3 192.168.2.1 serviceclient@go

: serviceclientfigoog

194 74.873726 60 192.168.2.3 192.168.2.1
199 74.593679 60 192.168.2.3 19 58.2.1 : ail from: serviceclientf@igoogle
1 74.937671 6@ 192.168.2.3 19 2.1 serviceclient@google.

5.577661 192.168.2.3 19 2ty = sel lient@google
825667 60 192.168.2. 9 se lient@googl
lient@goog '

e 961599 60 192.168" : se

e Q t le protocole utilisé ?
e D’ou pra message ?
e Ave tif a été créé le message ?

response
xfc52
ndard qu

> Flags: @x858¢

ority RRs
dditional RRs
Queries

> sntp.t.lan: type
Answers

> smtp.test.lan:

type clas

?

du clie.

e du serveur ?

e De quel protocole s’ag
¢ Quelle est la dem

¢ Quelle e
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Capture 13

@8 00 27 96 18 98 08 00 27 67 68 fe 08 00 45 00 ' - - "gh- - E-

20 54 58 d7 0@ 20 80 @1 ©°0 0@ c@ a8 92 @1 ce a3 sTXevsos ssscssas
0 8e P2 d2 00 04 ee a9 52 40 390N - - - - - - -R
g ¢ 2 4 1S5 : + v+ o
Q9

4 2. .......
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